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What are Counterfeit Parts?

Electronics Manufacturing Industry

e Substitutes or unauthorized copies
e A part in which the materials used or its performan ce has changed without notice
» A substandard component misrepresented by the suppl ler

Electronics Distributor Industry

« Items that are produced or distributed in violation of intellectual property rights,
copyrights, or trademark laws

« Items that are deliberately altered in suchaway a s to misrepresent the actual
quality of the item with intent to defraud or decei ve the purchaser.

— Any information omitted or means taken to mislead t he purchaser to believe
that such items are authentic or lawful

US Department of Energy / SAE AS5553

* A copy or substitute without legal right or authori ty to do so, or one
whose material, performance, or characteristics are knowingly
misrepresented

EIA/G-12 Committee

 An item whose identity or pedigree has been deliber  ately altered or
misrepresented by its supplier




Counterfeit Electronic Parts

— Parts re-topped &/or remarked
to disguise parts differing from
those offered by the original
part manufacturer

— Defective parts scrapped by
the original part manufacture

— Previously used parts
salvaged from scrapped
assemblies

— Devices which have been
refurbished, but represented
as new product.

| L -

| I

5962 -
9151901M2A
5R03258B A
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Counterfeit Part Examples

National Semiconductor
does not use
.7 in part numbers

New versus
Refurbished leads Dual Markings y

Blacktop peeling away. Missing Serial Number

Sand marks evident
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Counterfeit Part Examples

Package Marking Die Marking
Is Phillips Is Intel

5 59620

e ged ]

255_8768401@A

et ri‘: {}w sj‘b’n’

;;;] @ Oinelisey I




Counterfeit Part Examples

X-Ray showing die pattern X-Ray showing die pattern
of known good part of counterfeit
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Which Device is Counterfeit?
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Blacktopping and Remarking

REMARKED. Used in medical product. Markings sanded off.
Blacktopped. Allegro logo illegally tampered. Blacktop peeled away
with normal process handling, taking markings with it. SEM photo at
right shows detail of differences in texture - coating (top) and
sanded surface (bottom). Striations in the sanded surface were
made by abrasive grains (450x).



Innovative / Hi-Tech Re-Marking

We of course run a lab and we could see that the
surface had been etched, how???. This unfortunately

IS not the first time we have seen this type of damage.

ITISAFORM OF PLASMA ETCH!!!

We do not have any detail of how, use your imagination, at any rate these parts
have had the marking etched away, this way it saves them from sanding, then
blacktopping, and finally remarking. They simply etch and remark
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Innovative / Hi-Tech Re-Marking

Exemplar Top
Surface
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Pure Acetone / 7 Day Soak- No Affect New Blacktop Material Can Only Be
Removed With an X-acto Knife
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Counterfeiting Trend



Counterfeiting Trend and Magnitude

Total Counterfeit Incidents
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Sources of Counterfeiting
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EE-A-06-01 Test failures at a defense contractor were found to be microcircuits containing many different chips

EE-A-06-03 Supplier of military hardware found suspect counterfeit microcircuits having dual part number markings
EE-A-06-04 Microcircuits that failed product testing were found to have chips from another source

M9-A-07-01 During manufacturing of a military product, suspect counterfeit transistors were functional failures

6E-P-07-01 Memory device supplier confirmed parts marked with their name did not contain their chips

UY7-P-07-01  |Microcircuits, that failed electrical testing, were found to contain chips from another manufacturer

NB4-P-07-01  |Suspect counterfeit microcircuits, from an unauthorized distributor, found during testing at an aerospace supplier
J5-A-07-01 Independent distributor supplied suspect counterfeit parts (not available from original supplier) to defense plant
J5-A-07-02 Microcircuits, supplied by an independent distributor, were suspect counterfeit (device markings not authentic)
A2W-A-07-01 |Suspect counterfeit transistors failed electrical tests; found to have many different chips

J5-A-07-06 Programmable logic devices found to be suspect counterfeit (lot code was after manufacturer discontinued parts)
J5-A-07-09 Microcircuits found to be suspect counterfeit as the lot date code was after the manufacturer stopped production
UE-A-07-01 Suspect counterfeit microcircuits failed electrical tests; contained chips from another manufacturer
AAN-U-08-052 |A government entity reported counterfeit circuit breakers in nuclear power plants

CE9-P-08-02 |Military parts manufacturer reported U. S. authorities have recently intercepted many counterfeit parts shipments
UL-P-08-01 Distributor unable to provide test reports on suspect counterfeit microcircuits that failed during factory testing
D4-A-09-01 Military hardware manufacturer found suspect counterfeit programmable devices showed part remarking




Returned as Defective 1261
Discovered Defective Parts/Poor Performance
Markings, Appearance, Condition of Parts
Notification by OCM
Testing
Customer Suspected Part Was Counterfeit
Notification by US Customs
Self-Initiated Investigations
Notification by OEM
Returned as Wrong Merchandise
Absence of Original Documentation
Returned as Excess Inventory
Notification by GIDEP
Notification by DLA
Notification by Other US Government Agencies
Notification by Non-US Government Agency
Other
Unauthorized Overrun by Contract Manufacturers
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COUNTERFEIT PARTS PRESENTATIONS
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SAE G-19 Members

Representation from NASA, Aerospace Industry, Military, & Commercial
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SAE AS5553 Requirements
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System intended to create standardized testing metho dology throughout industry
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FAR Case 2008-019
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Draft OMB Circular
Mandatory GIDEP Reporting

“Agencies shall assess their programs for
identifying, preventing and reporting the acquisition
of nonconforming and suspect counterfeit products.

GIDEP will serve as the central data management
system for receiving and disseminating information.”



Report to Congress



2011 Defense Appropriation Bill



GAO Interest

“This is to notify you that, at the request of
Representative John F. Tierney, the US
Government Accountability Office is
Initiating a review of parts quality control...”









Purchasing Process:
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Purchasing Information
Purchasing Verification
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Procurement Clauses
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Tests and inspections shall be performed in accordance with clearly delineated
accept/re]ect criteria provided or approved by <BUYER>. The seller shall prepare and
provide 10 the <BUYER> records evidencing tests and inspections performed and
conformance of the product to specrﬁed acceptance criteria.
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Procurement Clauses
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Procurement Clauses
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SAE AS5553 Guidance

Risk Charts
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