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1.0 Introduction
This report summarizes the results of Gate Disturbance testing done a group of Flash memories.  Both NOR and NAND types of Flash memories were tested.  Flash memory is the defacto standard for non-volatile semiconductor chip data storage for the entire spectrum of consumer and industrial products. NASA spacecraft architectures are still exploring the use of flash memories. 

Use of flash memory in spacecraft electronics is much more limited however.  This is because of a combination of reliability and radiation concerns.  This report is designed to address one of the reliability concerns.  This is the particular failure mode that some times occurs in flash memories, gate disturb failures.  

The work was performed under the sponsorship of the NASA Electronic Parts and Packaging Program.

1.1 Flash Memory Overview  

Flash memory is a non-volatile memory that is based on a single floating gate (FG) transistor as its core element. Flash memory has the ability to be programmed
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and erased electrically.  Fig. 1 shows an idealize cross-section of the 1-T flash bit cell structure.  This is a stacked gate transistor because the control gate (CG) and the Floating Gate (FG) are aligned above each other. The FG acts as a potential well where charge can be stored during programming or removed during erasure. Storing/removing FG charge most commonly is done using Channel Hot Electron Injection (CHE) or Fowler-Nordheim (FN) tunneling.

Fig. 1.  Floating gate transistor cross section.

Figure 2 shows the bias conditions for CHE injection.  Here charge is stored on the floating gate by accelerating the channel electrons to a mean energy much higher than the surrounding semiconductor (i.e. “hot”), which allows a small number of them to collide and overcome the gate bias. 
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Fig. 2. CHE Operation

Figure 3 shows the erase operation using Fowler-Nordheim quantum mechanical tunneling to remove electrons from the floating gate.
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Fig. 3. Fowler-Nordheim Tunneling

Flash memories can be organized as either NAND or NOR arrays.  NAND Flash memory is a sequential access device and is best suited to handle data storage like pictures, music, or data files. NAND flash requires a long initial read access but has much faster program/erase times than NOR flash.  Some percentages of NAND flash bits (~1-2%) are often faulty as shipped.  Additional bit failures can be expected over the life of the part as well.  As a result, having the ability to map out bad blocks and use some kind of ECC is mandatory for proper application of NAND flash.

NOR Flash is designed to be a random access device and is best suited to code storage and execution. Code storage applications include set-top boxes, personal computers, and cell phones.  NOR have fast random access to any location and 100% known good bits for the life of the part.

The NOR and NAND array organizations are shown in Figs. 3(a) and (b) respectively.  The column lines are the bit lines (BL) and the rows are the word lines (WL).
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Fig. 3a.  NOR Cell

NOR programming is accomplished by Channel Hot Electron injection by biasing the

addressed cell with high voltages on both the BL (≈4.5 volts) and WL (≈8.5 volts) terminals. All unaddressed cells drains are grounded to prevent the programming of such cells. In the case of erase, the source terminals of all cells are connected to moderate positive voltage (≈5 volts) while applying moderate negative voltage on their control gates (≈-5 volts). This results in a high electric field directed from the floating gate to the

source terminal (which is common to all cells in a block) thus erasing those cells through FN tunneling. When reading a cell in this organization, the control gate is biased with a reading voltage (≈3 v) while applying a read voltage of approximately 1 volt to the addressed cell bit-line.
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Fig. 3b. NAND Array

For a NAND array organization, programming a cell is accomplished by applying program voltage (≈ 20V) to the control gate (WL) of the selected cell, and the gate of select gate 1 (SG1). The unaddressed cells control gates are all biased to an intermediate voltage on their gates (10 volts). The bitline of the unselected cells are connected to high voltage (10volts). Source, substrate, and select gate 2 (SG2) terminals are all grounded for both selected and unselected cells. This programming condition will result in high electric field directed toward the floating gate of the selected cell giving rise to FN-tunnel current from the substrate to the floating gate. 

The erase operation, which occurs on blocks or all memory cells in flash memory, is achieved by applying an erase voltage (≈20 volts) to the substrate (base) and grounding the control gates of all cells in the NAND block/array. The bit-lines and source -lines of all cells are kept floating.  Under such conditions, the electric field is directed towards the substrate hence resulting in the extraction of the charge from the floating gate to the substrate through “reverse” FN-tunneling. 

When reading, a pass voltage (5 V) is applied to the gate of both the unselected cells’ word-lines and the select transistors (SG1 and SG2). The selected cell word-line is grounded and a read voltage (≈1 volt) is applied to the cells’ bit-lines.  If current flows in the selected cell, it is defined as erased, otherwise it is considered programmed.

NAND and NOR Flash memories historically had clear boundary lines in terms of applications.  This distinction between the two types of Flash memory has become less

clear in the past few years.  New cell phone controllers for example support NAND Flash as an alternative to or in addition to NOR Flash.  This has helped make NAND a viable alternative for a broader array of applications.  Data storage capacity and performance requirements in these types of cell phones have increased significantly with the growth of feature such as music, video, gaming and other functionality. 

Designers of memory subsystems in portable electronics are now using NAND in some traditional NOR-based applications. These designers are utilizing memory architectures that combine NOR with NAND for data storage, or are using NAND as the primary Flash memory in combination with low power DRAM in which the program code can be shadowed and then executed.  An overview chart comparing the strengths and weaknesses of NAND and NOR is shown in Figure 4.  
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Figure 4. Feature Comparison of NAND vs NOR

The trend to tailor flash technology to a given end market may make it more difficult for future NASA missions to use these products.  Flash products are trending to become less and less of a stand-alone memory.  This trend is for the flash memory to become an integrated component that is part of an overall systems architecture.  Unless the NASA mission adopts that given architecture in its entirety, the individual component may become less and less practical to NASA.

2.0 Disturb Testing

Disturb testing refers to a class of possible failures that involve the contents of an unselected cell being altered or changed as a result of an operation on a neighboring selected cell.  The unselected cell is said to have been “disturbed” by the actions of a near by or neighbor cell. A disturb is the inadvertent change of the potential of a floating gate that results from potentials applied to other nodes in the course of read or write operations. 

Disturbs have been observed for almost as long as floating gate memory elements have been used. The advent of flash memory, however, has focused attention on this subject. In order to obtain smaller cell sizes, select transistors that have served to minimize the likelihood of disturbs in more established byte-alterable E2PROMs have been omitted in many flash EEPROMs. This has forced more careful and systematic consideration and characterization of the disturb phenomena.

There are two mechanisms that have been observed as leading to disturbs: 

· Hot electron injection 

· Electron tunneling.

In hot electron injection, electrons impinge upon the oxide with enough energy to enter the oxide conduction band and, subsequently, to be swept to the floating gate by the field that exists in the oxide.

Electron tunneling is accomplished via Fowler-Nordheim conditions caused by an applied electric field that is high enough to distort the oxide band structure so that electrons can enter the oxide conduction band.

There are many ways of categorizing disturbs: by the mode in which they occur (i.e., read disturbs and write disturbs), by whether they increase or decrease the net number of electrons on the floating gate (i.e., electron gain disturbs and electron loss disturbs), or by a grouping that tries to establish a functional discrimination (e.g., soft program, drain disturb, gate disturb, etc.).

There are three general types of disturbs; Program, Erase, and Read. These disturbs can be further broken down into where the voltage is applied in the cell that causes the disturbing phenomena, namely the gate or the drain.  Figure 5 provides a summary of this information. 
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Fig. 5.  Types of Disturbs in Flash Memory

Gate disturbs occur in cells that share a common row with another cell that is being programmed. Gate disturbs can be further broken down into program induced faults and erase induced faults.  The IEEE has a standard for flash memories (IEEE 1005).  All possible types of disturb faults are defined in that standard.  Those details from that standard are shown in Figure 6 below:
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Fig. 6.  IEEE 1005 Standard for Disturb Fault Models in Flash Memory

The Cell Status letters S, G, D, and B refer to the Source, Gate, Drain, and Body connections of the cell.  FG is the floating gate, CG is the Control Gate, Chann is the conduction channel.  The electron transfer mechanisms are F-N (Fowler-Nordheim) and EI (Electron Injection).   The state/operation information is P for Programming, R for Read, and E for Erase.  

Program disturbs are usually the most frequently observed. This is a result of the program operation because it applies relatively high voltages to selected cells to program the cells and, as a consequence, applies moderate voltages to unselected cells. In flash devices there are unselected cells that are not isolated by select transistors during the program operation. Erase disturbs are less common because erase is a block operation in most of these memories.

Figure 6 shows that for the fault models being tested in this work, WED and WPD, the possible electron transfer mechanisms can be either F-N or the EI.  These two fault models are concerned with charge transfer from the Source and the Floating Gate.  For both fault models, the gate is the terminal that will be changed or disturbed.  

In a program induced fault, the fault is where there is a high (erased or ‘1’) to low (programmed or ‘0’) transition in a cell while another cell in the same row is being programmed. This effect results in the unintentional programming of a cell (faulty cell). This fault is a consequence of a defective gate (tunnel) oxide, very short transistor channel, or very narrow transistor width. As a result, electrons tunnel from the substrate to the FG, programming that cell to a logic ‘0’ value.

In an erase induced fault, the fault causes a low to high transition in a cell when another cell in the same row is programmed. The underlying cause of this fault is a defective inter-poly oxide layer.  In this case, electrons tunnel from the FG to the CG leading to the loss of stored charge. The effect of this fault is an unintentional erasure of a cell.

Figure 7 is used to explain the two types of mentioned faults for the NOR architecture. 


[image: image7.wmf]
Fig. 7.  Disturb Connections in NOR Flash

When there is no charge stored on the floating gate of cell B (logical ‘1’ value stored), then by programming a cell on that row, i.e., cell A, a program fault occurs in cell B (provided cell B is susceptible to this type of fault).   For the opposite condition, the presence of a charge on the FG of cell B (logical ‘0’ stored in that memory location), programming cell A results in extracting charge from the FG, thus erasing cell B to a logical ‘1’ value.

Figure 8 shows the gate disturbance effects on a NAND array.

[image: image8.wmf]
Fig. 8.  Gate Disturbance in NAND Flash

If WL1 is the desired cell to be written, WL0 will still be at an intermediate voltage.  Once SSL is accessed, a possible disturb on an erased cell in WL0 can occur.  Cells that share BL1 can show a disturb to an adjacent programmed cell.

2.1 Disturb Test Algorithms

Specific test algorithms need to be developed to produce conditions that might induce disturb related failures in the test devices.  Two algorithms or test sequences were developed;

1. Word Line Program Disturb Fault (WPDF)

2. Word Line Erase Disturb Fault (WEDF)

The details of each test algorithms used are:

a) Word Line Program Disturb Fault (WPDF)

i) Erase

ii) Program first column

iii) Read all cells expect the first column

iv) Erase

v) Program all cells except the first column

vi) Read the first column

b) Word Line Erase Disturb Fault (WEDF)

i) Erase

ii) Program all cells

iii) Read all cells except the last column

iv) Program all cells expect the last column

v) Read the last column
2.2 Disturb Testing Flow
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Disturb testing was done at three different ambient temperatures (-55C, 25C, and 125C) as well as three different voltage values (Min, Nom, and Max Vdd).  After initial disturb testing, all devices were subjected to a 168hr/125C bake.  Following the bake, the devices were again subjected to three temperature disturb testing.  

Figure 9. Test Flow for Disturb Testing

The test flow was designed to address both temperature and voltage effects.  Disturb mechanisms have strong dependencies (usually exponential) on applied electric field. The temperature dependence of disturbs that depend on tunneling is observed to be weak. Hot electron injection usually has significant temperature dependence. The efficiency of the injection of CHEs has been observed to decrease as the temperature increases. This is expected because of the increased probability of loss of energy of the hot electrons by inelastic phonon scattering.  

Disturbs that occurs as a result of the injection of substrate hot electrons has been observed to increase with temperature with an activation energy of ~1 eV.  This is attributed to the increase in the number of thermally generated carriers with temperature.

3.0 Test Devices

	Manufacturer
	Density
	Array

	Samsung
	2Gb
	NAND

	Samsung
	1Gb
	NAND

	Micron
	2Gb
	NAND

	Samsung
	64Mb
	NOR

	AMD/Spansion
	64Mb
	NOR


Table 1. Flash Devices Used in This Test

Five different flash devices were used in this test.  Three types of NAND device and 2 types of NOR devices.  This was done to provide a broad range of technologies and different cell architectures and structures.  As previously mentioned, NOR and NAND flash are targeted for two different end markets and applications.  NASA missions will have requirements for both NOR (BIOS related applications) and NAND (high density data storage).  

3.1 Test Device Technology

Complete technology information is not available on all the samples tested in this report.  However there is enough information available in the open literature to benefit to this discussion.

3.1.1 Samsung 2Gb NAND

The Samsung 2Gb NAND memory is organized as 131,072 rows (pages) by 2,112x8 columns. Spare 64x8 columns are located from column address of 2048 to 2111. A 2,112-byte data register is connected to memory cell arrays accommodating data transfer between the I/O buffers and memory during page read and page program operations. 

The memory array is made up of 32 cells that are serially connected to form a NAND structure. Each of the 32 cells resides in a different page. A block consists of two NAND structured strings. A NAND structure consists of 32 cells. A total of 1,081,344 NAND cells are in a block.   The program and read operations are executed on a page basis, while the erase operation is executed on a block basis. The memory array consists of 2,048 separately erasable 128K-byte blocks.

The voltage supply is 3.3V.  Page programming time is 200(sec, block erase time is 2msec, random read time is 25(sec and serial access is 25nsec.  The part is made with 90nm CMOS technology.  A SEM micrograph of the Samsung 2Gb NAND is shown in Figure 10.

[image: image9.wmf]
Figure 10. Samsung 2Gb NAND Flash

3.1.2. Samsung 1Gb NAND Flash

The Samsung 1Gb NAND Flash is organized as 65,536 rows (pages) by 2112x8 columns. Spare 64 columns are located from column address of 2048-2111. A 2112-byte data register and a 2112-byte cache register are serially connected to each other. Those serially connected registers are connected to memory cell arrays for accommodating data transfer

between the I/O buffers and memory cells during page read and page program operations. 

The memory array is made up of 32 cells that are serially connected to form a NAND structure.  Each of the 32 cells resides in a different page. A block consists of two NAND

structured strings. A NAND structure consists of 32 cells. There are a total of 1,081,344 NAND cells in a block. The program and read operations are executed on a page basis, while the erase operation is executed on a block basis. The memory array consists of 1024 separately erasable 128K-byte blocks.

[image: image15.wmf]The voltage supply is 3.3V.  Page programming time is 200(sec, block erase time is 2msec, random read time is 25(sec and serial access is 30nsec.  The part is made with 120nm CMOS technology.  A SEM micrograph is shown in Figure 11.

Figure 11. Samsung 1Gb NAND Flash

3.1.3 Micron 2Gb NAND

The Micron 2Gb NAND is organized x8: 2,112 bytes (2,048 + 64 bytes) with a block size of 64 pages (128K + 4K bytes).  The 2Gb device has 2,048 blocks. Random read times are 25µs and sequential read times are 30nsec.  Page program time is 300µs and block erase is 2ms.  The device is made in 90nm CMOS technology.

3.1.4 Samsung 64Mb NOR

The Samsung 64Mb NOR uses a single 3.0V power supply and is organized as 8Mx8 or 4M x16. The memory architecture of the device is divided into 135 blocks. The part consists of two banks. The device is capable of reading data from one bank while programming or erasing in the other bank. The access time of the device is 70ns. Single or multiple blocks can be erased. The block erase operation is completed within typically 0.7 sec.  The device is made with 120nm CMOS technology.

3.1.5. AMD 64Mb NOR

The AMD 64Mb NOR is a 3.0 volt-only flash memory device, organized as 4,194,304 words of 16 bits each or 8,388,608 bytes of 8 bits each. The device access time is 90ns.

Program time is 4(sec per word and sector erase times is typically 0.4 seconds.  It is manufactured in 170nm CMOS technology.

4.0 Test Data Review

All testing was done at the 3D Plus facility in Buc, France.  Prior to each disturb testing; all parts were tested for basic functionality and DC parametrics.  The testing results for all the different tests for each part are summarized in the tables below.  All parts were tested in 48 pin TSOP packages.
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3D Plus facility in Buc, France

Each part selected was a commercial, off the shelf (COTS) part.  As such the parts are only expected to work in the commercial temperature range of 0 to 70C.  None of the parts was guaranteed to at temperatures above or below this.  The electrical and disturb testing was conducted at Military Standard temperatures in order to investigate possible temperature effects on disturb faults.  Several of the parts did indeed fail electrical test at 125C.  In some cases the failure was a high parametric current reading, in other cases the parts failed to program or erase.  When the part fails to program/erase, the disturb testing cannot be performed.  

A summary of the high temperature failures is shown in the Table 2 below:
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Table 2. High Temperature (125C) Failures.

It can be seen from the table the two largest NAND devices (2Gb) from two different companies failed to program/erase/write at 125C.  This made disturb testing at that temperature impossible.  Both NOR devices showed parametric fails at 125C.  Disturb testing at 125C was still possible for the NOR devices and was conducted.

The fact that both NAND and NOR devices suffered some kind of parametric or functional failure at 125C is a large concern for possible future use of flash memories on NASA missions.  These high temperature failures indicate that both flash architecture styles and a variety CMOS processes are susceptible to degradation as a result of exposure to high temperatures.  The failures were not limited to one given company’s products or one particular type of architecture.

While NASA missions often control the temperature of the vast amount of electronic devices used on spacecraft, NASA parts are also often expected to pass MIL-STD screening levels as part of being approved for flight.  This data shows that the continued trend of shrinking CMOS processes and proliferation of design implementations reduces that chances that these devices will meet historical MIL-STD temperature range requirements.

Almost all flash devices are made on commercial CMOS processing lines and custom, high temperature processes are not available.  This means all NAND and/or NOR flash devices that might be used on NASA missions will need to be extensively screened at both the functional and parametric level before being considered for possible mission use. 

4.1 Individual Device Data

4.1.1 AMD 64Mb NOR
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Fig. 7. Test Results for AMD 64Mb NOR

The device failed Icc leakage current tests at 125C both before and after stressing.  The stressing also caused the Ilih leakage to increase significantly (~3 orders of magnitude) on several address pins.

4.1.2 Samsung 64Mb NOR
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Fig. 8. Test Results for Samsung 64Mb NOR

The part was very close (~1mA) to failing the ISB spec initially at 125C.  After stressing the device significantly failed the ISB parametric test.  Address pins A6 and A7 also showed an order of magnitude increase in 125C Ilil and Ilih leakage current after stressing, even though the values were still within specification.  The stress conditions also caused high but in spec Iloh and Ilol leakage on I/O pins.  

4.1.3 Samsung 1Gb NAND
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Fig. 9. Test Results for Samsung 1Gb NAND

No shifts in parametric values as a result of stressing were observed.

4.1.4 Samsung 2Gb NAND

[image: image21.wmf]
Fig. 10. Test Results for Samsung 2Gb NAND

The device failed to program/erase/write at 125C.  As a result, it was unable to correctly conduct the disturb testing and is listed as a fail at 125C.  This also caused a failure Read Access time (tREA).  No shifts in parametric values as a result of stressing were observed.

4.1.5 Micron 2Gb NAND
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Fig. 11. Test Results for Micron 2Gb NAND

The device failed to program/erase/write at 125C.  As a result, it was unable to correctly conduct the disturb testing and is listed as a fail at 125C.  One pin, PRE, showed high Ilih leakage, independent of test temperature or stress condition. ICC1 seems to indicate a large (>100%) shift as a result of stressing.  This high ICC1 could also be due to the overall failure condition.

5.0 Conclusions

No disturb failures were observed on this test.  This is no too surprising because all the devices selected were initially electrically good commercial parts.  Also the testing was only conducted over a range of voltages that were still within the electrical device specification.  This was done to provide support for possible NASA system implementation.  Lack of failures over the entire range of data sheet voltages is encouraging in terms of system applications.  Maintaining data sheet operating conditions will reduce the concerns for having any possible types of disturb related failures. 

Disturb failures might still be seen on these devices at higher applied voltages.  This type of testing is problematic because of the nature of on board voltage regulation.  Merely increasing the applied voltage externally to the part often does not translate to a 1:1 increase in the on board voltage.

The parts were subjected to both long-term temperature stress and near maximum program/erase cycle degradation.  This stress testing did not produce any disturb failures.  This type of stress did however degrade the parametric leakage and/or the functional erase/program/read capability of several parts when tested at high temperatures.  

The results of this study indicate that use of COTS flash parts at high temperatures is problematic.  This result is independent of type of architecture or CMOS process.  This means that any NASA missions that intends to use these devices needs to plan for an extensive electrical screening campaign to ensure the performance and risks of the devices is well understand and unnecessary mission risk is prevented.  
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