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A Couple of Things to Think About
before We Get Started

FPGAs are complex
devices that require
a complex process
for evaluation

Our biggest
challenge is
understanding how
SEU test data can be
extrapolated to
complex designs




Overview

* Discuss Single Event Upset (SEU) accelerated testing
considerations regarding Field Programmable Gate
Array (FPGA) devices

« Terminology:

— Single Event Transient (SET): current spike due to single
particle ionization.

— Single Event Upset (SEU): transient is caught by a memory
element. Causes an incorrect state. SETs are categorized
under SEUs

— Single Event Functional Interrupt (SEFI): upset disrupts

function
— SEU cross-section (oggy): number SEU upsets
Particle Fluence

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Summary of SEU Test Preparation and
Test Implementation

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Evaluate the Device Under Test (DUT) NA
FPGA Fabric

A comprehensive study of the FPGA'’s fabric must be
performed prior to testing.

 The evaluation involves understanding the FPGA’s
elements and how designs are mapped into its elements.

— Device speed
— Device Combinatorial logic (CL ) and flip-flops (DFFS)
— Device global routing
— Hardening circuits
— Hidden logic
 From this information, specific radiation tests and test

structures can be developed to target the DUT’s various
components.

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Consider the Goal of SEU Testing Prior NA
to Creating the Test Plan

* The intention of testing will drive the test
structures implemented in the DUT.

* The following are examples of three goals that
will require different test plans:

— Evaluation of DFF susceptibility: Are the DFFs
hardened?

— Extrapolation of oy, data to calculate error
rates for real designs

— Analysis of configuration memory
susceptibility

Which elements are most susceptible to
SEUs?

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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SEU Testing Goal Example(1):

Evaluation of DFF susceptibility

« Visibility of DFF upsets is key; i.e., we do not
want to mask or miss upsets

* In order to optimize visibility of FF susceptibility,
test structures should be selected that have
minimal data-path logic-masking

— e.d., shift registers are optimal for DFF SEU testing
— Complex circuits will use gates that can mask the
propagation of upsets and can provide lower oS

* Test vehicles must be fast enough to capture data
output. Otherwise SEUs can be missed

 Test vehicles must be robust enough to capture
bursts of errors (i.e., consecutive upsets).
Otherwise error signatures cannot be
differentiated.

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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SEU Testing Goal Example(2):
Extrapolation of oy, Data to Estimate
Error Rates for real designs

« Characterizing SEU effects for real designs is a
different process than studying individual
elements such as FFs.

* Oggy Data is used to calculate upset rates for
critical missions.

 The question is, what og, Data should be used?

— Usually the mission’s final design is not tested in the
radiation beam.

— Subsequently, test structures are developed and then
radiation tested to evaluate trends.

— The trends are then used to facilitate the extrapolation
of o, data to calculate error rates

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD),
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Creation of DUT test structures:

 Based on the goal of testing, the following are
considerations for FPGA test structures:

— Utilize similar design topologies that utilize the
same basic elements as real designs, i.e.,
synchronous design

— Repetition of design structures to increase
statistics

— Functional visibility such that all upsets can be
identified and recorded,

— A state space that can be traversed within
minutes; i.e., a traversable state-space.

State Space Traversal Example: 32-bit counter
running at 50MHz will take 86 seconds to traverse its
entire state space... are you testing long enough?

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Test Vehicle Development(1):

Labview GUI Connected to Memory
Processing in HSDT. Commands are
also sent (and echoed) to the HSDT
through this RS232 interface

° General teslt vehiCIe a Logic Analyzer Connected
= . Labview GUI connected to to vs\J]sR or gounter Outputs
requirements: ws7 ctp/g “

La

— Connects to the DUT,

— Provides stimuli to
the DUT,

- CLK_SR_A»
— Monitors the DUT x5

during radiation sz

testing and TX232(1) Ut DUTINPUTS>

General ontrols DUT/Outputs
’ . Jeser )1 ‘bur
— Records DUT failures GIIEPEED)
DIGITAL

during radiation CLK TESTER
_ RESET e
teStl n g u Processing
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Test Vehicle Development(2):
* The test vehicle should be robust such that:

— DUT stimuli (e.g., data patterns and operational
frequency) can be varied.

— It can reliably capture DUT data:

* Meets electrical design requirements (e.g., Signal
integrity, proper signal capture)

o It is fast enough to handle DUT upset events in an
accelerated radiation environment.

It can capture single cycle upsets and multlple
cycle upset (bursts).

Tclké.
Clock |

T-1 T T+1

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Test Vehicle Development(3) @

_ y @ wi T
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v d K
4
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* Create your own test board: Expensive and challenging

* Buy off the shelf — issues: Flexibility, 1/0, and physical
interfaces

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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FPGA Fabric and General
Synchronous Design Concepts:
Beware — Different FPGAs will have
different types of building blocks and
will hence have varying susceptibility

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE- 14
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A Closer Look at an FPGA Logic Cell:

Microsemi ProASIC3
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Background: Synchronous Design Building @
Blocks: FPGA Logic Cells: Xilinx Virtex-4
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FPGA Configuration

HDL FPGA MAPPING co”ﬁg"’atio n

]

Configuration Defines:
Arrangement of pre-existing
logic via programmable
switches

2 Functionality (logic cluster)

@ Connectivity (routes)

Programming Switch
Types:

9 Antifuse: One time
Programmable (OTP)

2 SRAM: Reprogrammable (RP)

9 Flash: Reprogrammable (RP)

ROUTING MATRIX

I/O CONNECTS

|

PROGRAMMABLE

SWITCHES
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Most FPGA Designs Follow Synchronous NA
Design Methodolog

"I DFFs

\'4
o
<l

 Synchronous design components:
« Edge Triggered Flip-Flops (DFFs)

D>
» Clocks and resets (global routes) a LD(—:!-

. Combinatorial Logic (CL) %DFE%D
>

 All DFFs are connected to a clock. j
DFF

* DFFs sample their input at the rising o
edge of clock =

Telk o= 1
= Clock ‘clk — .
Period fS

Frequency

 CL compute between clock edges

o
i
Lo

<l

V o

ol o)

Ol o)

Ol o)
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Synchronous System Data Paths: @’
StartPoint DFFs — EndPoint DFFs

a difference between synchronous and synchronized

Taly I: Frclkéi |

T-1 T T+1
% EndDFF(T) = f (StartDFFs(T —1),CL)

End Point

DFF
" s/ (AXORB)AND (C XOR D)

The

Start Point
DFFs

D q

\Combinatorial logic create

. 4n_s»~‘" wy=oss  delay (ty, ) from StartPoints
o ~to EndPoints
“Cone of Logic” Endpoints capture only at
clock edge

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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SEUs in FPGA Devices

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE- 20
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Categorization of FPGA SEUs as Defined by @
NASA Goddard REAG:

SEU Cross section: ogc, = #upsets/(#particles /cm?)

cP. . (fs) . .
P( fs)error PConflguratlon +P(fs functionallLogic T I:)SEFI
Design Oggy Configuration Oggyy Functional logic SEFI Ogey
Calculated OSEY -
per LET Sequential and Combinatorial  Gopa1 Routes
logic (CL) in data path and Hidden
Logic

SEU Testing is required in order to characterize oggys for
each of FPGA categories. We will focus on test structures
used to analyze the functional logic data path

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE- 21
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Configuration

P(fs),. o P +P, + Py,

error onfiguraion unctionalogic

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE- 29
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FPGA Categorized by Configuration Types@
Antifuse SRAM

Flash

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 23
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Programmable Switch Implementation and@
SEU Susceptibility

SRAM (RP)

195.7nm

(' Metal 3

Read or Wrrite

==

Data

94.9nm
AMER SEI

70KV XB0O00O 100nm WD 28mm

Programming Bit
Antifuse——_

M3

~A
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Example: Configuration SEUs @

Look Up Table:
LUT

SERs are calculated for configuration and fun&tidnal logic.
This is the case for memory based configuration. Antifuse

To be presentedqqg'ne Berg at the S!n,axe Efth ?ymposmm amﬁllllgry an Aeros;Qe robéraln!r!lgymglc |ces
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How Do We Test Configuration

* Antifuse or Flash Configuration:
— Normal testing of functional logic data paths
— Check for stuck-at-faults

« SRAM-based Configuration:

— Static Testing

— Load configuration memory
— Place the device in beam-line
— Turn beam off

— Read back the configuration and count the number of
upsets

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD),
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Configuration SEU Test Results and @
the REAG FPGA SEU Model

P(fS )error ec I:)Configurat ion + P( fS) functional Logic T I:)SEFI

Configuration REAG Model

Antifuse
P( 1:S)error x P( fS) functionalLogic T PSEFl
rSnFiQt’iA\gl\gt(end(;n- P( 1:S)error X I:)Configuration
Flash
as P( fs)error oC P( fS) functionalLogic + PSEFl

Hardened SRAM

P( 1:S)error = I:ﬁu‘(ig‘n‘aon + P( fS) functionalLogic + I:)SEFI

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 27
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Functional Data Path SEU Modeling @

It’s important to understand the factors that exist in the
functional data path that can:
Mask upsets or
Cause additional upsets (domlno ) effect, S|gnal integrity)

P( fs)error I:)Conflguratlon {P( fS) functlonaILoglc} I:)SEFI

- s -

To be presented by Melanie Berg at the S
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How can a DFF Contain an Incorrect State from
an SEU?

Every DFF has a
unique cone of Start Point
logic DFFE
We make a clear oo 2, _ End Point
distinction between =o— ° g —L )] axore)
DFF SEUs
5 o 4ns Tdiy = 9.5ns
P
FF, Cone of Logic
V #EndPoint DFF SEUs + StartPoint DFF SEUs + CL SETs
DFF - DFF upsets that DFF upsets that occur Single Event
occur at the clock between clock edges and Transients
edge are captured by captured by
EndPoints EndPoints

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 29
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Synchronous System: CL SET Capture @
Start Point

DFFS TCIk@T-1
E-B‘ 3ns

\357 End Point
DFF

1ns @T

'j /’ 8.1

S

Wb ‘ Ins (AXOR B ) AND (C XOR D)

If an SET occurs it will need to

P tet End t
0 B 4 = 9.5ns ropagate to an Endpoin

> / *Be active during clock edge
b *Be Captured 7,/ 7.

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
Lt S 30
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Details of Combinatorial Logic SET (&Y
Capture

/#Combinator 1alCells \

31 2 (PreatyPrrotyPiogic Tuiany )
T A N

= = _ /

4

.

Logic Masking

CL
- SET Generation (P,,,) occurs between
clock edges

Double Sided - SET Capture occurs at a clock edge

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 31
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SET Propagation to an EndPoint DFF: P,

rop N

In order for the data path SET to become an upset, it
must propagate and be captured by its Endpoint DFF

P,.,, only pertains to electrical medium (capacitance of

path... combinatorial logic and routing)
— Capacitive SET amplitude reshaping

— Capacitive SET width reshaping

Small SETs or paths with high capacitance have low P,

P,.,, contributes to the non-linearity of P(fs)srr sy

because of the variation in path capacitance

D SET Q D 2T Q
> >
car Q // | CLR 6 A
StartPoint
nted _ _

Difforent EndPoint
Capacitances ) ) s (SEE-

To be prese o
MAPLD), 32

I—1l—- AA A



SET Logic Masking: P, @

ogic

* Py Probability that a SET can logically propagate
through a cone of logic. Based on state of the

combinatorial logic gates and their potential masking.

0<P logic <I

“AND” gate reduces

probability that SET Combinatorial
will logically propagaN'::;f
AND )
Combinatorial ‘ 0

Logic

o<P <] Logic 0 Masks
logic other data path

Determining P,,,;. for a complex

system can be very difficult

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 33
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SET Capture at Destination DFF

The transient width (z,,,,) will be a fraction of

the clock period (7_,) for a synchronous design
in a CMOS process.

Tyigh  Probability of capture is
proportional to the width

Lelk of the transient as seen
from the destination DFF

P(71)seroseu €

P(1S)serseu O Twiain IS

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 34
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DFF Analysis from the Perspective of
StartPoints and EndPoints

* All DFFs are analyzed as both StartPoints and
EndPoints

 DFF is only analyzed as an EndPoint at the
instance of a clock edge —i.e.; during capture

 DFF is analyzed as a StartPoint at all other
moments; i.e., in between clock edges

( Feedbackw
Q

D ™ Q~EndPoint
o

1 StartPoint > by

— CLR 6

EndPoint=b,

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 35
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How Does a StartPoint SEU get Captured
by an EndPoint? |
EHOA 3ns

’_Mg"clk—):

|

T-1 : T T+1
> 1ns

o /. m ] 2927 E

b 2ns Time Slack = T clk _ley
)b ‘ 3ns (AXORB)AND (C XORD)
-' If DFF, flips its state @ time=z:
0<t<t., [Ity, OF
4ns Tdly = 9.5ns clk 2

4’,,’f” T +Taly <Telk

Probability of capture:

T l§)_ 1'7 JS
To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Pr. gdl able LCI s (SEE- al
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StartPoint SEUs and Their Capture

« StartPoint is upset in between clock edges

(BP(S)orrseu)
 The upset must have enough time to propagate to

the EndPoint (7 < 1 -t4,)
 The upset cannot get logically masked (P,ogic)

Probability that a
StartPoint will
#StartPoint DFFs upset

( BP(fS)DFFSEU(]) (1 — ley(j)fs)) * PlogiC(j))

Probability that any of the StartPoint
SEUs will get caught by an EndPoint

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 37
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Synchronous Design: NASA REAG FPGA
Data Path Susceptibility Model... per LET

EndPoint
/ aP(fS)DFFSEU(k) t \
#StartPoint DFFs StartPoints
HEndPoi
Ener S DArS z ( BP(fS)DFFSEU(])(l - ley(j)fs)) * Plogic(j)) t
Plogic(k) * j=1
k=t EndPoint il
Logic \ Z(Pgen(i) * Pprop(i) * Plogic(i) * Twidth(i)fs) /
Masking i=1 Combinatorial Logic
Tyiama) PSET width
Posica =»EndPoint Logic Masking Py =»SET generation
P,.i.) PStartPoint Logic Masking P,....; PSET propagation
Py,4icy PCombinatorial Logic P,,...cy PSET logic masking

9k 'mnted by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
Ma 1 MAPLD), 38
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Trends and the NASA REAG FPGA
Data Path Susceptibility Model

EndPoint / aP(fS)prrspuqe) T EndPoint
#EndPoint LOQIC #StartPoint DFFs StartPOintS
= Masking z ( BP(fS)DFFSEU(])(l — ley(j)fs)) * Plogic(j)) +
Plogic(k) * j=1
k=1 #CL

\ Z(Pgen(i) * Pprop(i) * Plogic(i) * Twidth(i)fs) CL /
i=1

StartPoints and combinatorial logic (CL) need to be captured

thus have data path de-rating factors
Component Contribution to o, across Frequency and Gate Count

___ Frequency __|#ofGatesinPath
P(fs)peesgy Directly Proportional  N/A

StartPoint Inversely Proportional Inversely Proportional
CL Dlrectly Proportlonal Directly Proportional

MAPLD) ' : - ' 39
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What about MBUs?

« MBU: multiple DFFs are affected by one SEU strike.
— Particle passes through 2 sensitive transistor nodes

— Charge sharing between two nodes due to energy
transfer.

* FPGA data path elements can be categorized as follows:

— Manufacturer circuits: Inside the FPGA logic blocks...
manufacturer must follow strict placement design
rules to avoid charge sharing... they do

— Designer/User circuits: A system of building blocks.
Automated placement tool follows strict design rules.

« Separate DFFs are placed too far apart and do not suffer
from MBUs (a DFF that is Dual Interlocked Cell (DICE)

mitigated does not apply). Proven from many years of
FPGA SEU testing

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 40
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SEU Test Structures and Their Error
Trends

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 41
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Ideal Test Structures for Functional Logic
Path SEU Testing

 Goal is to estimate error rates for a target
design/operation

 Must consider:
— Error rates of components

— Error rates of components when connected
as a system (design)

— Error rates of components in a system
during operation versus static error rates

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 42
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Ideal Test Structures for Functional Logic
Path SEU Testing

 Test structures should be constructed to
expose the sensitivity of various FPGA
components

— Visibility is key
— State space traversal — simple designs
— Error differentiation

— Complexity management — want enough
complexity but not too much such that errors
are masked, confused, or never obtainable

 Think probability — think statistics — think
repeatability

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 43



Simple Architecture

To be

What Design is Best for Single Event NA

Testing?

No/minimal .
functional Masking

Easy to base-line
across FPGAs

iIncreases state
space coverage

Differentiation of
errors in simpler

Data may notmap -
into real design

Complex Architecture

Functional Masking

Reduction in state
space coverage

Data may be a better
fit for real designs

Error differentiation
becomes more
complex

presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Logic Complexity Issues and SEU @
Testing

« Complete flight designs are generally not used as test
structures during accelerated SEU testing because
complete designs are too complex:

— Error may not be visible during a test run (MASKING)

— Error may shut down the system during a test run and is unable to
be identified. (QUICK SEFIs — No Identification)

— Design isn’t ready Moot iye Qe ae $ert ety X '-_../:..
A ERr e IR TS

- - - [ agm m’ 4 ‘;: .‘ = ?"' ’
Minimal visibility i TR R AR T b D
o/ L sl AN WS e 7 e 3l A N AR e
" i e ey
Minimal state-space (£ qreusimusE 22z APt ot Rgfe A

T % 30 o VL e o
coverage ) e e R R S e T
PN L S 0 g <G IOC P ,.ﬁ.'ki;i—*"f -2,

N 5 o Sz RN S NS Y N s et e
S |4 Initial State arS ',._"‘": Yo X bt "'“‘::
Bad Statistics g A e R S T s
(‘u:: :': '.f:\s//{z} :;&ﬁ'::: = '.3 :;hJ.gf s:,n
] \y, P8 - -, / 2 < _‘I“'-“

What are you getting |
out the test 2 | Each directed test walks through a specified path...

To be presented by Melanie Berg at the Single-Ey HOW Iong does it take to Walk through a path?

MAFLD), 40
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Test Structures and Data Extrapolation@

 The idea is to extrapolate test structure
SEU data to estimate the target design SER.

* One test structure may not be sufficient to
characterize the target design susceptibility

N levels of Inverters e

between DFF stages: 4-bit Window Output
N=0,4,and 8
Shift Register Chain D™
4 > > D SET Q
D SET Q I D SE Q SET SET Q . . . D SET Q D SET Q D SET Q D Q - U >
_ B . _ | SET EJ‘U
CLR Q CLR Q CLR CLR Q CLR CLR CLR CLR
M M M
D SET Q
>
||| — ___ CLR U

? on D Q
Does the oy, data map: an

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 46

I—1l- AA A ]



Test Structures and Data
Extrapolation (2)

 We create test structures to analyze various
components and study their SEU error response
under various design topologies. It’s all about
trends:
— What happens when we add combinatorial logic
— What happens as we increase frequency
— What happens when we add logic to our clock trees
 DFFs are our capture components and are key...
how does a DFF end up in an incorrect state
— DFFs have an upset rate
— DFFs can capture SETs in their data path
— DFFs clocks and resets that can cause upsets

To be

presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Implementing Traditional Test Structures In

FPGA Devices.

Long Inverter Chains Are Not Recommended

Block

Long Chain of erters -

1/0O block will fllter
small tranS|en

* Goal is to calculate susceptibility of inverters? Or to
evaluate General combinatorial logic gates? Issues:

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and

Assumes cascaded combinatorial logic has linear SEU effects —
However this is not true (capacitive effects such as attenuation)

Does not take into account inverters are not inverters in FPGA
devices. The formation of an inverter requires additional circuitry

Does not take into account complex routing due to the length of the
chain

Inverter chains in FPGA devices have a significant amount of noise.
Most FPGAs are made to implement synchronous designs

erospace Programmable Logic Devicés (SEE-
MAPLD) 48
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Implementing Traditional Test Structures In

FPGA Devices (1).
Windowed Shift Register (WSR) Chains

Shift Register Chain
A

- = = =

o «Q (=] Q (=] Q
> > g >
- O - T e O o T
LD!—(Q LD_Q Ln—o LD"‘O
> = > >
s O s O e O e O

N levels of Inverters Ll 4

between DFF stages: "
N =0, 4, 8, 16, etc... 4-bit Window

Output

* Goal is to calculate susceptibility of DFFs and CL gates.
* Benefits
— Simple test structure that has no logic masking

— Use of combinatorial logic and DFFs helps to study
trends. What happens as the amount of
combinatorial logic is increased? Does frequency
matter?

— Can easily traverse the entire state space several
times over durlngc accelerated testin

To be presented by Melanie Berg at the Single-Event E ts Symposium and Military and Aerospace Progrgmable Logic Devices (SEE-
MAPLD) 49
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Implementing Traditional Test Structures In @

FPGA Devices (2).
Windowed Shift Register é\LV%R'LCh_ains

egister Chain

A
& W
>D Q >D Q >D Q Q Pragpgp >D Q >D Q >I) Q >D Q
e O ey il e O mee OF e OF B O s O
Lo*"‘o Lo""o LD"‘"O LD"‘"Q
— Ul
N levels of Inverters L - J
between DFF stages: N
N=0,4, 8, 16, etc... 4-bit Window
Output

* Disadvantages - Does not represent a
complex design well:
— No logic masking
— Linear path of combinatorial logic
— Capacitive loading is minimized

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 50
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Localized Triple Modular Redundancy (LTMR NA
with WSR Chains

LR 6
v WSR,
D Q 2
T D> Q
» E
r Q R _
LR Q
\'}
D Q 0 o 0]
T
= Q _ E
R Q R
D ¥ Q
- WSR
LR 6
5 8
r Q vV
o
D Q T D ¥ Q
» E
r Q R r Q Y,
D Q D Q ?
_ E
Q w Q R
D ¥ Q
To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Device =
MAPLD), r Q 51
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Frequency Effects and WSRs in the Microsemi NA.'__,_

ProASIC3 FPGA
2.2E-07 ; LET = 28.8 No Mitigation- checker pattern

2.0E-07 ——WSR16

o)
E 1.6E-07 | WSR4
e ——\WSRO
S 1.4E-07
7,
© 12E07
1.0E-07 -
8-0E-08 [ | | [ ]
0.0E+00 5.0E+07 1.0E+08 1.5E+08 2.0E+08 2.5E+08

Frequency (Hz)
osgy Inversely proportional to frequency shows that DFFs are the

dominant source of error

osgy inversely proportional to amount of combinatorial logic between
DFFs shows that DFFs are the dominant source of error

Testing across frequency is i Portant

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 52
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Another Look at No-TMR versus LTMR with the@
ProASIC3... Regard the Frequency Trends

1.6E-07

L 4E-07 LET = 20.3 NoTMR versus LTMR- checker pattern

1.2E-07

NoTMR WSR,
Py reseu(1-TantS)

4.0E-08

Cross Section (cm?/bit)
=
&

genP prop Twidthf S

0.00E+00 5.00E+07 1.00E+08 1. E+zg §.5@I-08 2.50E+08

Frequency (Hz)

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Increasing Test Structure Complexity: NA

Shift Registers versus ?

 There are benefits to increasing design complexity.
However, limitations must be taken into account:
— State space traversal during testing
— Amount of logic masking
— Visibility of upsets

* NASA REAG uses counters and digital signal
processing units (e.g. multipliers and accumulators)
as test structures

* Interface (I/0O) management can be difficult for high-
speed circuits or designs with a large number of 1/O.
— Built-in-Self-Test (BIST) can be a solution

— Caution: BIST circuits have limited visibility —
» Error differentiation can become extremely difficult

 Determining if the test is operating correctly can become
difficult

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
MAPLD), 54
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Comparison of WSRs and Counters in the
Microsemi-RTAXs. Embedded LTMR

RTAX4000D WSR-Counter Comparison @ LET=29.9
w/ checkerboard pattern WSR

1.0E-08

-2-WSRSI
WSRA4I
-=x=24-bit counters

1.0E-09
-e-8-bit counters

>>DFFs are very well mitigated because they consistently
increase with frequency — upsets come from SETs

1.0E-10 >>Counters lie within our WSR measurements
>>8-bit counter has a slightly higher cross section than the
24bit counter (masking)
>>Found that Microsemi lowered the RTAX4000D o,
versus RTAX2000s— mitigated cell transmission buffers

Cross Section (cm?/bit)

1.0E-11
0 20 40 60 80 100 120 140 160 180

Frequency (MHz)

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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ProASIC3 Non-Mitigated WSR, Counter and (&
DSP Comparisons

1.0E-06
LET = 12.1 No Mitigation- checker pattern; Counters; DSP Blocks
1.0E-07
E e = S
2 -
E —
S 1.0E-08
5  We can see that complex designs
& are flat across frequency
v
S — s « Contrary to a LTMR design (RTAXs),
© 10609 "'::z:s complexity increases oggs
——DSP16 - Complexity saturates G ;s — no
—<Counter No-TMR statistical difference between
counter and DSP cgs
1.0E-10
0.0E+00 5.0E+07 1.0E+08 1.5E+08 2.0E+08

Frequency (Hz)

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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Conclusion

« This presentation covered a small portion of SEU
characterization for FPGA designs: test structure
selection

* Appropriate test structure selection is key to accurate
SEU characterization

— Simple test structure error responses may not represent
complex designs. Hence mapping of radiation data may not be
accurate

— Complex test structures will limit visibility of errors and state
space traversal

— It is best to study a variety of test structures and analyze
radiation data trends:
« Amount of combinatorial logic
* Frequency
* Input data pattern

* Testing across frequency is essential

To be presented by Melanie Berg at the Single-Event Effects Symposium and Military and Aerospace Programmable Logic Devices (SEE-
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