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Motivation

The SEU cross section Linear Energy Transfer threshold (LET,,) is
a significant factor that drives device bit error rates

The ability to uncover LET,,, has proven to be a challenging task
for FPGA devices

Traditional SEU FPGA Testing has been limited:
— Shift Registers: Simple, linear Data Paths

— Complex circuits: Restricted State Space Traversal during irradiation
— Inability to observe all digital upsets due to tester limitations

Presentation will discuss —

— Actel Anti-fuse FPGA (RTAXs) susceptibility

* Flip Flop (DFF) Single Event Upsets (SEUS) - Ppeer,
* Single Event Transient (SET) Capture (Pggr_yeey)

— Traditional testing methodologies and results
— Evolution of testing techniques and results
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Actel RTAXs Susceptibility and Embedded
Mitigation

M. Berg Selection of Integrated Circuits for Space Systems IEEE NSREC 2009 Short Course, Quebec City, CN
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A SET must be Generated, Propagated, and
Captured to Create P(fS)ser-se |

P( fS) SET —-SEU ‘ LET Probability of capturing a SET at a given LET per RCELL
Probability a SET can turn “ON” an “OFF” gate
Pprop Probability a SET can reach a DFF or Output

SETs that will propagate:

P
SET with adequate width and ol J_\

amplitude P

Gate cut-off frequencies filter SETs as they propagate through CCELLS.
SETs that will not propagate or that will attenuate:

SET with Small Amplitude NP

SET with Narrow Pulse Width l\ == or I\

Presented by Melanie Berg at the 11th European Conference on Radiation and its Effects on Components and Systems (RADECS)
conference 9/20 to 9/24/2010, Langenfeld, Austria.




Transient width as Seen From the Destination DFF and o

Frequency can Affect P(fs)cgrsey
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Low LET produces smaller SETs — 1,4, is smaller —

P(fS)ser_seu (probability of capture) at RCELLs is lower

Can make it difficult to find LET,, while testing with low
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Shift Register (SR) Test Structures for Actel SE® ___'

Characterization
CCELL CCELL RCELL

N levels of inverters
between DFF stages:

N=0, 2, 4, 8,16, and 20
‘a 4-bit Window Output
M.Berg et. al. “An Analysis of Single Event Upset Dependencies

on High Frequency and Architectural Implementations within Actel Shift Register Chain

RTAX-S Family Field Programmable Gate Arrays”, IEEE TNS 2006
_’
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WSR
SEE testing has been performed for Windowed Shift Registers (WSR)
with varying N levels of combinatorial logic between DFFs

Frequencies have been varied from 1MHz to 160MHz
e AIARALSI NS MR ES, RSO MK S G fiAlG B2 lRliGJnCRecke rhaatd)

conference 9/20 to 9/24/2010, Langenfeld, Austria.




o)
£
~
=
o
>
@
=

£
=
Ll
-

Testing Parameters Affect LET,, =~
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T width (i)
Low LETs have small transients—> (capdélg}iﬁcantly reduce the
error cross section if frequency is too low

Discovering the lowest LET,,, requires sophisticated test schemes
that enable high speed operation
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P(fS)sersey and SET propagation in RCELLs an 2

CCELLS:
RCELL

CCELL CCELL

RCELL.: PDF' SEU T P(fS)SET—>SEU PP"OP 5 hlgh

CCELLs: P(S)¢rscu  Pprop D€PENds on the SET’s ability to
get through several CCELLS and higher
capacitive NETs without getting filtered
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With Small SETs, P(fs)srssey is Non-Linear with (G2
respect to Serially Adding CCELL logic O

NumberofCCells 7 \
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1=1 \ /
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Wide SETs II-
“- Narrow SETs
Higher LETs — Wider SETs Propagate with sufficient amplitude—

More CCELLS contribute to upsets

Low LETs— some SETs get attenuated by CCELLs, hence SRs with a
small number of CCELLS can have a slightly larger cross section at
low LET

Non-Linear: Depending on the CCELL configuration and the CCELL
uti{oad hET atteruation canresult-in different-shapes:s 5
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LETs Affect SET Propagation and Consequently: (\}N\A

Affect SEU Cross Section
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Lower LET values— SR N=0 has hlgher SEU cross section than SR
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Real Circuits Have Fan-In and Fan-Out... How
can this affect LET,, ?
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Fan-In can increase P( fS) 1 oo,

More paths that can pass narrow SETs to DFFs... Can
affect LET,,
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Considerations when Developing a
Complex Design Test Methodology -

Design should contain Repeatability ... increase
statistics

Stress building blocks...
— Test Design should be stressed at highest frequency

— Full state space traversal should be accomplished
within one test run

Fault Isolation...Create test designs that will
facilitate error detection and differentiation

Test design should have the characteristics of a
complex de5|gn with:
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. wende@QUNERLS Meet Requirements

— fan-out and fan-in>1
— contains a mixture of sequential and combinatorial logic.

e Variety of data pattern frequencies (f,)

»  State space Traversal = 2V/f, [ ——— = o 6 o —t— I
— 24 bit counter takes 1.6777216x107 clock cycles o Qs ﬁ ﬂﬁ :ﬁ
— Less than 1 second state space traversal for 177MHz and || (R - = . | g
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Counter Implementation — Non-stop Increm .H__' sA)

and Sna

All counters must be
observable

Large number of counters
requires too many outputs

Parallel Counters:

— All counters are independent

Great fault isolation

Full state space traversal

Simultaneously

. Shift All Counters

Into Register
Bank once every
800 =(4*200)
Clock Cycles

Counter 198

Counter 199

Top Most Snapshot Value is
always visible to tester
' Counter
Processing

Low Cost
Digital
Tester

Registers
Once Every
4 Clock

>

>

Requires special means to output each counter: Snapshot Array
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Fault Detection m a Counter

Counters are counting every cycle

At the end of the snapshot cycle, all of the counters will be
captured into snapshot array

Snapshot will occur sometime after error... but will still be
observed because counter upset will persist

Single Bit upset Number (SBN) is the bit position that has
flipped

Example: SBN = 5; 258N = 32

Counter Value = expected value + (258N)*(Bit, pset Bitexpec,ed)
6 5 4 3 2

ST [o ofofi Jof: o]o]
after the upset occurs

All values will be off by
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Counters at 120MHz Have a Lower LET,, than
SRs at 160MHz
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120MHz Counter-Bit SEU Cross Section Distribution
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Counter Fan-In Increases probability of observing lowest LETth values
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At higher LETs Lower order bits have the highest cross section as expected

chiado, thebigher-fiequencsdata pattesnsiafchie 6 odhpkets and systems (RADECS)

conference 9/20 to 9/24/2010, Langenfeld, Austria.



Summary: REAG Evolution of FPGA Designs
Under Test

Traditional Shift Register Testing
with addition of Combinatorial logic

WSRs: High Speed Counter Arrays: More

Signal Integrity Realistic testing... not
e meant to replace

WSRs — just an
enhancement

b 4-bit Window Output

o

Simultaneously
. Shift All Counters
Into Register Registers
Bank once every Once Every
800 =(4*200) 4 Clock
Clock Cycles cycles

All Designs are used for all )3
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Conclusion
e Cross Sections are affected by:
— Frequency of operation
— Data Pattern

— Propagation strength due to LET of ionizing particle
and resultant SET size

— Fan-in and Fan-out
— Tester Integrity
* The significance of LET,,, within FPGA Bit Error-

rate calculations and the difficultly of finding
LET,, dictates the necessity of complex testing

e Tester must be fast enough to drive the DUT
and capture DUT output:
— Test circuit must be stressed during testing
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Conclusion

e REAG has developed a novel test structure that
can characterize circuits with fan-in and fan-out
— Uses an independent parallel array of counters
— Can operate up to speeds of 120MHz
— Fault isolation and detection is superior to serial

cascaded counters

* Realistic circuits such as counters have proven

to be a beneficial test point:

— counter fan-in paths have uncovered lower LET,,
values

— Because of the intricate fault isolation of parallel
counters, an in-depth bit analysis can be
performed:

Pres edb Melame Be at h Eur fere on Radiption pnd its Effects on Components and Systems (RPDECS) 20
ool sed-fest-Methodology ¢ani'be tséd in all




