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Abstract

Research was completed on the Proton300k™, a radiation
hardened and SEE fault tolerant, reconfigurable FPGA
computing platform.

The research included development of a unique SEU
mitigation technique, TTMR™ (Time-Triple Modular
Redundancy), which enables detection and correction of
SEUs in reconfigurable FPGA logic blocks.

Additional research was completed on a hardware and
software method , Hardened Core-2™, for detection and

correction of SEFI and reconfiguration errors.
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Research was completed on a radiation hardened and SEE fault tolerant
reconfigurable FPGA computing platform, termed the Proton300k™. The
research included development of a unigue SEU mitigation technique, called
Time-Triple Modular Redundancy™, which enables detection and correction

of SEUSs in reconfigurable FPGA logic blocks.
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TTMR™ Combines Time & Spatial redundancy
Takes advantage of VLIW parallel opportunities

SEU error rate equal to TMR rates
SEFI is NOT fixed with TTMR
Proton radiation tested at 51 MeV
Detects & corrects SEUs

*US Patent 7,260,742
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Use Industry Standard Techniques to Fix SEFI & Reconfiguration

Xilinx Virtex
| FPGA
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FPGA SEFI| Mitigation
Configuration readback
Configuration scrubbing
Periodic Test Vectors
Signature Analysis
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Hardware:

< Rad-Hard External watchdog,
sends functional interrupts and
resets as required

Software:

< Generate health /status signals,
and runs interrupt routines

< H-Core IC, Monitor signals,
Initiate post-SEFI recovery using
Interrupts, and full reset as required

*U.S. Patents 7,237,148
7,260,742

Timer code when NO SEFI
Read H-Core Status Flags
Flush cache & registers
Recovery routines
Rollback software routines

CcPU

I Status Signals

Bus Hardened
Controller Gn re

Memory

Rollback data stored in Memory
Store critical variables periodically
Store instruction pointer locations
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UC Davis SEE Tests of Proton300K™ pec 10, 2007

The Virtex-4 FPGA will be hit with protons at 63MeV. The goal of the test is to observe SEU and SEFIs
being detected and “corrected” in accordance to the TTMR algorithms. All SEUs should be handled by the voter,
while SEFIs should be handled by a reconfiguration, and if needed, a power-cycle of one or more boards.

Once the radiation experiment is started, the Virtex-2 FPGA configures the Virtex-4 through the SMAP
interface. Once configured, the DSP begins to send test vectors to the Virtex-4. Every 10 test vectors, a checksum
is received. Each EDAC unit sends a checksum, and these checksums are compared. Using these checksums, the

software evaluates if an SEU or SEFI has occurred. When a SEFI occurred, both boards were powered cycled.

Test Results:
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o

S TTMR™ & HCore-2™ combined with Xilinx Virtex FPGA provides Radiation Hardened,

reconfigurable computing platform.

RH Reconfigurable
Encryptor Application
Of Proton300k™

Capabilities:

< >4Gbps encryption speed

<> >1,000 tunnels, NSA Type 1
encryption

< TID  >100 krad(Si)

< SEU <1E-3 unrecoverable

errors/day
< SEFI Fully recoverable

Summary of Results:

A very high-speed, HAIPE
compatible Encryptor, in-
orbit reprogrammable

[ — [ — |
10 Connections:

- Rocket I/0 Lines to BNC

EMIFB - BNC data out

- LEDs

McBSPO

- Push buttons

TTMR INTERFACE
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