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V5QV Hardened/Not Hardened Features 
Overview 

Hardened Components 

Configuration  12T Configuration Memory 
 TMR Config Controller 

CLB  12T Latches 
 SET Filter Option 

IOB  12T Latches 
 TMR DCI Block 

BRAM  EDAC Write Back Option 

Not Hardened Components 

MGT, DSP, PLL, DCM, PCIe, EMAC Radiation testing of hard blocks 
to characterize error rate/mode 
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Xilinx Virtex®-5QV FPGA:  Rad-hard 

 Radiation Hardened by Design, Space qualified 
Virtex-5 FPGA 

 Radiation Immunity 
– Total Ionizing Dose  1 Mega Rad(Si) 
– SEU Latchup Immunity (LETTH) > 100    Mev-cm2/mg    
– Configuration Cell Upset Rate (GEO) < 10-10   Upsets/Bit-Day  
– Functional Interrupt Rate (GEO) < 10-10   Upsets/Bit-Day  
– Dose Rate Upset > 109     Rad(Si)/s 
– Dose Rate Latchup > 1010     Rad(Si)/s 

* Please refer to Gary Swift’s Static Test Report for up to date information. 
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Virtex-5QV:  
 Expected to upset four to five times per year in GEO.  
 Fewer upsets in other environments due to proton insensitivity.  

 
 
 
 
Virtex-4QV:  
 Expected to upset four to twelve times per day in GEO.  
 More upsets in other environments due to proton sensitivity. 

 

 Subsequent slides intended to outline configuration management only if dictated by 
application. 

(Much) Fewer Configuration 
Upsets 
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What is Configuration Management? 

* There are three key system components: 

1. The “Target” FPGA 

2. The Configuration Monitor 

3. A non-volatile storage device 

“Configuration Management” is a way to identify, manage and mitigate 
effects of SEU on both the configuration memory and the critical 
control circuitries of the Virtex-5QV. * 

 
Two Configuration Management methods planned: 

– “External Solution” defined by 
i. Uses an external device as configuration monitor 
ii. Uses an external non-volatile storage device for bitstream 
iii. Covered by XAPP588 
 

– “Internal Solution” defined by 
i. Uses a design internal to Virtex-5QV as configuration monitor 
ii. Uses an external non-volatile storage device for bitstream 
iii. To be covered in a future XAPP 
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External Solution Overview 

System Components: 
1. Configuration Monitor 

• Controls Readback 
• Performs Scrubbing 
• Pulsing PROG_B 
• Interfaces with NV Memory 

2. Target FPGA (Virtex-5QV) 
• Provides SelectMAP interface 

for readback / scrubbing 

3. Non-volatile Memory Device 
• Stores “Golden” bitstream 
• Stores “Mask” bitstream * 
• Application storage for FPGA ** 
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* Readback bitstream Masking is (currently) 
mandatory for External Soln. 

• Used to mask out non-configuration bits during  
readback / error detection 

** If there is a way to write to the flash 
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General Configuration Management flow 

Key processes: 
1. SEFI* detection 

• Configuration registers 
readback 

• Comparision of readback bits to 
pre-defined bit pattern 

2. SEU detection 
• Configuration memory readback 
• Comparison of readback bits to 

“golden” bits in non-volatile 
storage device 

3. Scrubbing 
• Frame based scrubbing 
• Device based scrubbing 
 

Page 9 

* SEFI = Single Even Functional Interrupt 

• A functional failure in a supporting circuitry 
within the FPGA, independent of user design. 

Blind scrubbing only 
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SEFI Detection 
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All configuration logic and control registers are mitigated with triplication and 
feedback voter in the FPGA architecture.  

 
The configuration register functions are essentially the same between Virtex-5 

and Virtex-5QV: 
 

 Configuration registers can be monitored for SEFIs. 
• Each bit in the registers control/reflect a specific functionality in the 

FPGA. 
 

 Registers can be read back through SelectMAP, JTAG or ICAP. 
 

 SEFI detection done through comparing expected configuration register 
values against actual readback values. 

• If difference found, then there is a SEFI. 
• The trick is to differentiate between different signatures into distinct 

SEFI types. 
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SEFI Detection, 
Cont’d 
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Block diagram illustrating the 
SelectMAP interface between 
the Configuration Controller 
and the DUT V5QV. 
 

Commands are sent from the 
Configuration Controller to the 
DUT V5QV FPGA. 

 
Readback is performed from 
the DUT via the SelectMAP 
interface. 

 
DONE and BUSY are also 
monitored for SEFI detection. 
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SEFI Detection,  
Cont’d 
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START: SEFI Detect  

Different 
values? 

Check CFG Register 
values against expected 

Read from FAR 

FAR SEFI 

Write commands for CFG 
Reg readback 

Read CFG Regs 

Different 
values? 

SEFIs 

YES 

YES 

NO 

NO 

(1) 

(2) 

(2) 

(2) 

Write to FAR 

No 
SEFI 

(3) 

SEFI detection algorithm: 
 
This flow is always executed before readback 
and/or scrubbing. 

 
SelectMAP SEFI detection happens for nearly 
every stage of the flow (labeled “1” and “2”). 
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SEFI Detection,  
Cont’d 
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SMAP SEFI Flag = ‘1’ 

DONE = ‘0’? 

POR SEFI 

SelectMAP SEFI 
NO 

YES 

(2) 

Configuration 
Register Check 

SIG “A” ? SIG “B”? 

No 
SEFI 

GHIGH & 
Persist = ‘0’? 

DONE = ‘0’? 

 

POR SEFI 

“SU” SEFI 

GSIG SEFI 

YES 

YES 

YES 

NO 

NO 

NO 

YES 

NO 

(3) 

SMAP SEFI Flag = ‘1’ 

SelectMAP SEFI 

(1) 

Sub algorithms for 
SEFI detection and 
categorization: 
 
1) Basic SelectMAP SEFI 

detection, only during 
FAR command write. 
 

2) DONE going low is used 
to differentiate between 
SelectMAP and POR 
SEFI. 
 

3) SIG “A” and SIG “B” are 
combinations of specific 
configuration register bits 
readback from the DUT 
V5QV. 
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SEFI Detection, 
Cont’d 

The detection algorithm shown is used in our radiation test setup’s DUT 
configuration management engine. 

 
 This exact SEFI detection sequence happens before every read or write event from/to the 

DUT. 
 

 There may be other ways to implement a SEFI detection sequence; although if you 
deviate from the described flow, SEFI detection accuracy may be affected. 
 

 This flow has been whittled down to accurately detect our categorized SEFIs and has 
been used in all Virtex-5QV radiation tests. It is tried and proven to work. 
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Upset Description 

Non-Configuraton bit upsets are caused by SET on the Virtex-5QV global 
control trees. The bits then upset either in localized clusters or globally on the 
device.  

 
 
 
Types of identified bits include: 

• CLB Capture bits 
• BRAM Capture bits 
• IOI Capture & Init bits 

 
 
 
These bits overwrite (in the readback 
bitstream) the corresponding register initialization values, 
causing them to be interpreted as actual configuration upsets. 
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Masked vs Unmasked bits 

If readback is necessary, one solution is to utilize a mask to filter out “false” 
upsets, thereby exposing the actual SEUs. The trick in doing so is to know 
where all the bits are located. 

 
Example Pseudo Code: 
 

If (Mask = 0*) then 
 If (Readback != Original) then 
  Acknowledge Error 
Else If (Mask = 1*) then 
 If (Readback != Original) then 
  Ignore Error 
End If 

 
* “0” = Pass, “1” = Block 
 

 



Xilinx Confidential 

Suggested Implementation 

The recommendation is to store 
the mask data in a fixed location 
of the non-volatile flash used to 
configure the Virtex-5QV.  

• Only necessary if readback is 
desired for SEU detection 

• If using XQR17V, it may be 
necessary to have two separate 
data/control interfaces, one for each 
PROM. See (1) 

• An alternative implementation: 
PROM with a Parallel NOR flash 
interface. See (2)  

• Uses Virtex-5’s BPI interface 
• Addressing capability 
• Also a much larger capacity 
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V5QV 

(1) 

(2) 
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Mask file generation flow 
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The mask file is generated 
from three sources: 

• The MSD file that is generated by 
BitGen  (make sure the –m switch is 
set) 

• A “Surgical Mask” file containing 
locations of all the non-configuration 
bits in the Virtex-5QV bitstream 

• An optional RBT header file if the 
PROM device is a XQR17V 

 
A PERL script will be provided with 

XAPP588 to combine all three 
sources mentioned above. 

 

Special thanks to Ryan Kingsbury from MIT/LL 
for visualizing the mask generation flow.  
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Mask Facts 

 A version of the mask is currently employed in beam tests 
 

 The mask file is roughly the size of a complete bitstream  
– Only if using a Xilinx PROM 
– A compression / decompression scheme can be used to minimize the storage space used 

(it’s only ones and zeros) 

 The mask file is NOT an actual design 
– Do not attempt to load the mask file into the target FPGA 
 

 Mask boundaries match the FDRI data portion of a regular bitstream 
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Summary / Conclusions 

 Monitoring and mitigation is not mandatory for the RHBD Virtex-
5QV.  

 Recommendations from previous slides are for those who absolutely 
require monitoring and/or mitigation solutions. 

 POR SEFI is the most commonly encountered SEFI for the Virtex-5QV and 
it occurs less than once per 10,000 years in GEO. 

 SEU detection considerations: 

• Non-configuration bit masking is critical. 

• SMAP SEFI doesn’t cause a design malfunction; it only removes 
visibility.  

 Configuration Management  application note, XAPP588 publishing in 
September 2011. 
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Useful V5QV Technical Documentation 

Doc Number Doc Title Doc ITAR Regulated? 

DS692  
Radiation-Hardened, Space-Grade 
Virtex-5QV FPGA Data Sheet: DC 

and Switching Characteristics  
No 

UG520  Virtex-5QV FPGA Packaging and 
Pinout Specification  No 

UG191  Virtex-5 FPGA Configuration User 
Guide No 

XMP120 Quick Start Guide for Virtex-5QV 
FPGAs  Yes 

XAPP588 Virtex-5QV FPGA External 
Configuration Management No 
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Thank You 
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Appendix A 
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Total of all SEFI types 

  -Intrusive ~ 2/3 

   -Visibility & Fake ~10-15% 
each 

Radiation Test Observations: 
 
Vast majority of Design Intrusive SEFIs 
are POR at roughly once per 15,000 years 

 
Visibility & Fake SEFIs at roughly once 
per 30,000 years 

 
SU SEFI may be broken into two 
buckets due to behavior observed during 
radiation testing 
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SEFI Taxonomy 

We can cluster SEFIs into “Baskets” of upsets whose 
signatures are similar: 

 

 Design Intrusive SEFIs 
• POR SEFI – main indicator is DONE pin goes off 
• Global Signal or GSIG SEFI – beam activation of a global signal, like reset 

 
 Visibility Loss SEFIs 

• FAR SEFI – read and/or write and/or auto-increment of the configuration 
Frame Address Register doesn’t work 

• SMAP SEFI – malfunction of the SELECT_MAP port that can read and 
write the configuration memory while the user design continues to operate 

 

 Fake SEFI 
• Shutdown SEFI – DONE drops but design operates and a “Startup” 

command restores the DONE signal 
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POR SEFI (Design Intrusive) 
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POR (Power On Reset) 
– Symptoms 

• DONE Returned Low 
• All application functions ceased 
• Decrease of FPGA Vccint current 
• Large readback error count 

 
– Detection 

• Monitor DONE pin 
• Monitor Status Register (DONE Bit) 
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GSIG SEFI (Design Intrusive) 
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Global Signals (GSR, GTS, GHIGH) 
– Symptoms: 

• Design functions cease 
 

– Detections: 
• Readback Control and Status Registers 
• Check GTS, GSR, GHIGH bit values (should NOT be ‘0’) 

• Look in the Status Register 
• Look in the CTL0 Register 
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Interface SEFIs (Visibility Loss) 
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SelectMAP / JTAG 
– Symptoms 

• JTAG: Readback data all 1’s / 0’s 
• SelectMAP: BUSY never returns low during readback (>16 CCLK cycles if BUSY is 

pulled up) 
• Loss of either read / write capabilities through the configuration interface 

 
– Detection 

• JTAG: Monitor readback data 
• SelectMAP: Monitor BUSY / Configuration Registers 
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FAR SEFI (Visibility Loss) 
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Frame Address Register 
– Symptoms 

• FAR incrementing uncontrollably 
• SelectMAP port is otherwise still functional 

 
– Detection 

• Readback FAR register value 
• Compare against expected value for mismatch 
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Fake SEFI 
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Shutdown (not a real SEFI) 
– Symptoms: 

• DONE goes low 
• Design continues to run 

 
– Mitigation:  

• SEFI can be ignored if user design is fully functional 
• If you need DONE to go up, issue START command via interface of choice 

• Alternatively, you can toggle DONE via the STARTUP_VIRTEX5 primitive 
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