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Foreword
This Standard is intended for use by those procuring, designing, building or repairing
electronic assemblies that will use items with Pb-free tin finishes to document processes
they use to assure performance, reliability, airworthiness, safety, and certifiability of
those assemblies. It provides a framework to communicate and agree on the processes to
be used to control and mitigate the use of Pb-free tin in these applications.
The Aerospace Industries Association (AIA), the Avionics Maintenance Conference
(AMC), and TechAmerica, formerly Government Electronics and Information
Technology Association (GEIA) formed a joint working group with the express purpose
of generating a series of industry standards documents for the use and handling of Pb-free
solder, piece parts, and boards in aerospace and high performance applications. This
Standard was prepared by that group. It was balloted and approved by TechAmerica G-12
(Solid State Subcommittee) and TechAmerica Avionics Management Conference (AMC
Subcommittee).
This Standard is intended to work in concert with GEIA-STD-0005-1, GEIA-HB-0005-1,
and GEIA-HB-0005-2. This Standard may be referenced in proposals, requests for
proposals, work statements, contracts, and other documents. It may be used as a standalone standard or as part of compliance with GEIA-STD-0005-1.
This Standard addresses the risk of tin whiskers. However, the state of research into tin
whisker risk still does not allow accurate quantitative estimates of the risk and reliability.
It defines three baseline control levels that detail the amount of attention that should be
paid to the risk of tin whiskers: no restrictions on tin use, some restrictions on tin use, and
prohibition of tin use.
There are six informative annexes in this Standard:
− Annex A provides guidance on selecting control levels and performing risk
assessments.
− Annex B provides some background on various mitigation methods.
− Annex C provides guidelines for performing tin whisker inspections
− Annex D provides some additional guidance on tin whisker risk analyses
− Annex E provides information on whiskers growing from bulk solder and joints
− Annex F provides a bibliography

Introduction
Due to a variety of real and potential health issues, many constituent materials used in the
production of electronic products have come under scrutiny. The European Union (EU)
has enacted two directives; 2002/95/EC Restriction of Hazardous Substances (RoHS) and
2002/96/EC Waste Electrical and Electronic Equipment (WEEE) that restrict or eliminate
the use of various substances in a variety of products produced after July 2006. One of
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the key materials restricted is lead (Pb), which is widely used in electronic solder and
electronic piece part terminations, and printed wiring boards. While these regulations
may appear to only affect products for sale in the EU, due to the reduced market share of
the Aerospace and High Performance Industry in electronics, many of the lower tier
suppliers are changing their products because their primary market is world-wide
consumer electronics. Additionally, several Asian countries and U.S. states have enacted
similar “green” laws. Many Asian electronics manufacturers have recently announced
completely “green” product lines.
The restriction of Pb use has generated a transition by many piece part and board
suppliers from tin-lead (Sn-Pb) surface finishes to pure tin or other Pb-free finishes.
Lead-free tin finishes can be susceptible to the spontaneous growth of crystal structures
known as “tin whiskers” which can cause electrical failures, ranging from parametric
deviations to catastrophic short circuits, and may interfere with sensitive optical surfaces
or the movement of Micro-ElectroMechanical Systems (MEMS). Though studied and
reported for decades, the mechanism behind their growth is not well understood, and tin
whiskers remain a potential reliability hazard. Furthermore, the growing number of piece
parts with pure tin finishes means there are more opportunities for whiskers to grow and
to produce failures.
It is important to state that that the nature and meaning of ‘risk’ posed by tin whiskers
may vary considerably across the range of users of this Standard. As in any assessment of
risk, the probability of occurrence and failure and consequence of occurrence and failure
must be considered in each application. Potential whisker failure modes for a particular
hardware/system application must be carefully considered when considering
choice/determination of which control level(s) to apply. For example, whisker-prone
leaded parts on circuit card used in a system that is under frequent/continual power may
only incur parametric deviations or interrupts as individual whiskers grow and short to an
adjacent lead. On the other hand, the same circuit card, employed in a missile subject to
years of dormant storage, could grow many long whiskers into potentially catastrophic
shorting conditions but the shorts will not occur until the missile is launched toward its
target and results in mission failure. For the purposes of this Standard, risk refers to the
chance and consequence of a failure due to a whisker, not just the chance of the presence
of a whisker.
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1 Scope
This Standard establishes processes for documenting the mitigating steps taken to reduce
the harmful effects of Pb-free tin in electronic systems.
This Standard is applicable to Aerospace and High Performance (AHP) electronic
applications which procure equipment that may contain Pb-free tin finishes.
2 Terms and Definitions
For purposes of this Standard, the following terms and definitions apply
Assemblies are electronic items that require electrical attachments, including soldering of
wires or component terminations; examples include circuit cards and wire harnesses. This
may include soldered assemblies.
Critical item or function, if defective, will result in the system’s inability to retain
operational capability, meet primary objective, or affect safety.
Control Level details the amount of attention that should be paid to the risk of tin
whiskers: no restrictions on tin use, some restrictions on tin use, and prohibition of tin
use.
Conformal coat is an insulating protective covering that conforms to the configuration of
the objects coated (e.g., Printed Boards, Printed Board Assembly) providing a protective
barrier against deleterious effects from environmental conditions
COTS (commercial off-the-shelf products) are one or more pieces, mechanical or
electrical, developed for multiple commercial consumers, whose design and/or
configuration is controlled by the supplier's specification or an industry standard. They
can include piece parts, subassemblies, or top level assemblies. COTS Subassemblies
include printed circuit boards, power supplies, hard drives, and memory modules. Toplevel COTS equipment includes a fully integrated rack of equipment such as raid arrays,
file servers to individual switches, routers, personal computers, or similar equipment.
Customer refers to an entity or organization that (a) integrates a piece part, soldered
assembly, unit, or system into a higher level system, (b) operates the higher level system,
or (c) certifies the system for use. For example, this may include end item users,
integrators, regulatory agencies, operators, original equipment manufacturers (OEMs),
and subcontractors.
EDS is Energy Dispersive (X-ray) Spectroscopy, a method for material composition
analysis.
1
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Encapsulation is process which involves the surrounding of a component(s) or an
assembly with a liquid resin.
Gap is minimum line of sight distance between tin surface and the nearest adjacent
conductor at a different pontential
High performance System or Product requires continued high performance or
performance on-demand, or equipment downtime cannot be tolerated, or end-use
environment may be uncommonly harsh and the equipment must function when required,
such as life support or other critical systems.
Lead-Free is defined as less than 0.1% by weight of lead in accordance with Waste
Electrical and Electronic Equipment (WEEE) guidelines.
Mitigation is defined as a method to reduce the risk or consequence of a whisker failure
over a period of several years. It does not mean that the risk is driven to zero, simply that
the risk or consequence is reduced in some significant way.
Pb-free Tin is defined to be pure tin or any tin alloy with <3% lead (Pb) content by
weight. This means that some Pb-free finishes other than pure tin, such as tin-bismuth
and tin-copper, are considered to be “tin” for the purposes of this Standard. Many of
these alloys have not been assessed for whiskering behavior.
Pb-free Tin Finish is defined to be Pb-free tin final finishes or underplates either external
or internal to a device, board or other hardware. This includes all leads and surfaces, even
those coated, encapsulated, or otherwise not exposed. It may include finishes on electrical
piece parts, mechanical piece parts, and boards. It does not include Pb-free bulk solders,
assembly materials, solder balls, or those devices where the Pb-free tin finish has been
completely replaced (consistent with GEIA-STD-0006).
Piece part is defined as an electronic component that is not normally disassembled
without destruction and is normally attached to a printed wiring board to perform an
electrical function.
Potting is an encapsulation process which involves the surrounding of a component(s) or
an assembly in a container with a liquid resin which is then cured in place. The container
usually becomes an integral part of the system such that the critical property that needs to
be maintained is the interfacial adhesion between the cured resin system and the
container substrate and critical components for an optimum long-lasting reliable package.
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Many OEMS have gap sizes less than 250
microns from lead to lead and especially
from pad to pad or connector contact to
contact. Is pad to pad or any minimum
conductor also included in gap size or just
lead to lead?

Rework is the act of reprocessing non-complying articles, through the use of original or
equivalent processing in a manner that assures full compliance of the article with
applicable drawings or specifications.
Repair is the act of restoring the functional capability of a defective article in a manner
that precludes compliance of the article with applicable drawings or specifications.
Shall indicates a mandatory requirement to be followed in order to conform to this
document.
Risk is used with regards to the probability of a failure due to a tin whisker. It is not used
with regards to the risk of the presence of a whisker or nodule.
Should indicates that, among several possibilities, one is recommended as particularly
suitable, without mentioning or excluding others; or that a certain course of action is
preferred but not necessarily required; or that (in the negative form) a certain course of
action is discouraged but not prohibited.
Sub-contractor refers to an organization, within the given high-reliability industry, that
supplies, maintains, repairs, or supports electronic systems, and is not the direct supplier
to the customer or user of those systems.
Supplier refers to an entity or organization that designs, manufactures, repairs, or
maintains a piece part, unit, or system. For example, this includes original equipment
manufacturers (OEMs), repair facilities, subcontractors, and piece part manufacturers. In
some cases, a single organization may be both a customer and a supplier. They should
follow the requirements for suppliers when addressing their customer’s contracts and
should follow the requirements for customers when flowing down requirements to their
lower tier suppliers.
System is defined as one or more units that perform electrical function(s).
Tin Whisker is a spontaneous crystal growth that emanates from a tin surface. They may
be cylindrical, kinked, or twisted. Typically they have an aspect ratio (length/width)
greater than two, with shorter growths referred to as nodules or odd-shaped eruptions
(OSEs).
Unit is defined as one or more assemblies within a chassis to perform electrical
function(s).
XRF is X-ray Fluorescence, a method for material composition analysis.
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3 Requirements
3.1

Level Selection

The supplier shall clearly state the control levels and shall document agreement by the
customer in appropriate control documents. The customer is responsible for determining
the control level they are seeking and identify it in their request for proposal and contract
when this Standard is imposed.
Higher levels impose tighter controls and thereby reduce exposure to tin whisker risk.
However, tin whisker risks are just one of many types of risks associated with component
selection and assembly design. Controls imposed on tin whiskers should be
commensurate with controls imposed to manage these other risks. Each program or
system has the responsibility of determining the appropriate control level for their
product. This document is not intended to imply that any category of AHP application is
more or less reliable or critical than any other category; nor is it intended to imply that
any AHP system will be more or less reliable, depending on the control level that is
selected from the above list. Reliability is assured by a wide range of design, production,
use, and support decisions and activities, of which tin whisker mitigation is only one. It is
expected that, whatever level of mitigation category is used, the system reliability will be
assured by the totality of all the methods available to the producer and user of the system.
Overall, there are three approaches to tin whisker control:
− Tin Part Avoidance
− Whisker Risk Mitigation
− Whisker Risk Acceptance
Different levels represent different emphasis on each of these approaches.
Level 1: Under Level 1 tin whisker risks are accepted. It is expected that this Level will
primarily apply to developmental models, test equipment, and other units that will not be
fielded.
Level 2: Under Level 2, Pb-free tin is sometimes acceptable. Tin whisker risk is
managed primarily by a combination of design rules, mitigations, and avoidance. The
sublevel under Level 2 determines the emphasis given to each of these strategies. If only
Level 2, with no sub-level, is identified in a control document, the default level shall be
assumed to be Level 2A.
Level 2A: Under Level 2A, tin whisker risks are managed primarily through the
acceptance of tin whisker risk, and to a lesser extent upon the use of design rules. It was
designed primarily for lower criticality applications. Tin is permitted for use in all
applications except where specially restricted.
4

Level 2B: Under Level 2B, tin whisker risks are managed primarily through the
use of design rules, and to a lesser extent upon tin avoidance. It was primarily designed
for non-critical boards or units or boards and units with good redundancy used in systems
with moderate to high failure consequences.
Level 2C: Under Level 2C, tin whisker risks are managed primarily by tin
avoidance, and in exceptional cases, by design rules. It was primarily designed for
critical boards with limited redundancy used in systems with moderate to high failure
consequences.
Level 3: Tin whisker control is managed strictly by tin avoidance. This level was
designed for units and boards where failures cannot be tolerated.

Control level are expected to be applied at the unit or board level, consistent with the
overall risk strategy for that unit or board. However, an overall strategy for higher levels
of integration may be appropriate and is discussed in 3.1.1 below.

3.1.1 Control Levels and Levels of Integration
Levels were designed to be applied at the unit or board level, but customers may want to
have an approach to levels and level selection at the subsystem, product, or system level.
Some approaches at higher levels of integration and in system Lead-Free Control Plans:
 Define the criteria that are to be used to evaluate unit control levels, preferably
with some general statements about what levels are expected on most units and
boards.
 Define control levels based on unit criticality, function, or some other design rule.
 Define the system level control level based on the expected level of most units
and define when the program will require higher levels. A discussion of this
process for requiring higher or allowing lower levels should be included.

3.1.2 Other Level Selection Information
Annex A provides additional guidance on level selection.
Note that these levels are different than the IPC Product Classes described in IPC J-STD001E-2010 (IEC 61191). In general, it is expected that most users of GEIA-STD-0005-2
are IPC Class 3 due to the types of final end applications their products support. It is
anticipated that if an IPC Class 2 product uses this standard, it would most likely select a
2A or possibly 2B Tin Whisker Control Level.
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The imposition of control levels 2C and higher will generally preclude the use of COTS
assemblies and systems, unless directed by their customer. If COTS assemblies are used
in a program or system that is defined as Level 2C or 3, they shall be defined as
exceptions or a comprehensive material control or analysis plan shall be implemented. In
a Level 2B situation, the treatment of COTS shall be addressed in the list of families
where Pb-free tin alloys will be used.
There will be cases where errors will be made in the finish determination or in the
application of mitigation methods. Customers and suppliers should have processes in
place to document and assess the impact of these errors. Already existing deviation or
waiver processes may be acceptable if technical experts on tin whiskers are consulted.

3.2

Requirements for Control Levels

3.2.1 Control Level 1 Requirements
3.2.1.1 Level 1 Requirements for Documentation of Uses of Pb-free Tin
There are no requirements. The supplier should provide general information regarding
types of platings, finishes, and solder used and plans for process controls on those
processes. If the supplier is unable to determine some materials, this shall be stated.

3.2.1.2 Level 1 Requirements for Detecting and Controlling Pb-free Tin Finish
Introduction
No requirements.
3.2.1.3 Level 1 Requirements for Tin Whisker Risk Mitigation
No requirements.
3.2.1.4 Level 1 Requirements for Parts Selection
No requirements.
3.2.1.5 Level Requirements for Analysis and Documentation of Risk and
Mitigation Effectiveness
No requirements.

3.2.2 Control Level 2A Requirements
6
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3.2.2.1 Level 2A Requirements for Documentation of Uses of Pb-free Tin
The supplier shall document the design rules that are in place for determining when Pbfree tin is not acceptable or when mitigations are required.
The customer is responsible for listing any applications where Pb-free tin is not allowed.
3.2.2.2 Level 2A Requirements for Detecting and Controlling Pb-free tin Finish
Introduction
No requirements.
3.2.2.3 Level 2A Requirements for Tin Whisker Risk Mitigation
The plan should indicate any mitigations that are applied as part of the general process at
the supplier.
The customer is responsible for defining any mitigation measures that are required.
3.2.2.4 Level 2A Requirements for Parts Selection
There shall be a documented process for parts selection consistent with the requirements
of Section 4.4.
3.2.2.5 Level 2A Requirements for Analysis and Documentation of Risk and
Mitigation Effectiveness
This analysis is expected regardless of whether mitigations are applied.
For Level 2A, these analyses may be performed at the process level. For example, the
analysis might address all devices with a particular mitigation technique employed.
3.2.2.6 Level 2A Exceptions
Specific piece parts, soldered assemblies, units, or applications may be required to meet a
higher level of control. These requirements shall be specified in contractual documents.
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3.2.3 Control Level 2B Requirements
If level is defined at a system or assembly level, this is the level that will most likely be
selected if the use of Pb-free tin will be dependent on function or criticality of elements
of the assembly or system.
For units or boards that apply a mix of design rules and individual Pb-free tin evaluations,
the unit or board shall be defined as Level 2B with the rules defining the circumstances
requiring Level 2C-like evaluations clearly called out. Those applications falling within
the Level 2C-like requirements shall be documented and mitigated per the requirements
of Level 2C.

Comment [aet5]: LM Comment:
Does this mean a unit or board is a hybrid
of both 2B and 2C?

3.2.3.1 Level 2B Requirements for Documentation of Uses of Pb-free Tin
For Level 2B hardware, the control plans may cover families of piece part types or
applications or individual uses. Separate assessments and control plans for each
individual item are NOT required for items within these classes. For example, one
assessment might allow use of tin-plated capacitors in a variety of applications. For Pbfree tin items not within the classes, specific plans and assessment are required.
The supplier shall provide lists of families of tin-finished piece parts and/or location and
material information for categories of applications where they would like to use Pb-free
tin in accordance with Section 4.5. If there are other individual uses of tin, the supplier
shall provide a list of additional specific applications of Pb-free tin that fall outside these
families. If the supplier is unable to determine some materials, this shall be stated.
The customer is responsible for listing any applications where Pb-free tin is not allowed.
3.2.3.2 Level 2B Requirements for Detecting and Controlling Pb-free tin Finish
Introduction
The supplier should provide a plan for monitoring materials on a sample basis, including
method of test and sampling scheme, in their product in accordance with Section 4.2.1.
3.2.3.3 Level 2B Requirements for Tin Whisker Risk Mitigation
Uses of Pb-free tin require mitigation. Mitigation requirements shall be fulfilled by any
one of the following:
 Hard potting or encapsulation
 Physical barriers
 Circuit design and analysis showing low impact of tin whisker short or FOD
 Circuit design and analysis showing that areas sensitive to tin whisker shorts or
FOD have at least a 1 cm gap
 Conformal coating with validated coverage and gap size greater than 250 microns
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Comment [aet7]: LM comment:
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Pb-free tin electronic components with gaps greater than 2000 microns that have
been installed with SnPb and are physically isolated from any Pb-free tin
mechanical piece parts
SnPb soldering process with validated complete coverage
Mitigation or combination of mitigations approved by the customer

Comment [aet8]: See comments in
E5 as to why this was changed from the
101129 draft.

Specific requirements for each mitigation listed above are presented in Section 4.3.

3.2.3.4 Level 2B Requirements for Parts Selection
The supplier shall have a part selection process that encourages the use of parts that have
lower tin whisker risk, consistent with the requirements presented in Section 4.4.
3.2.3.5 Level 2B Requirements for Assessment and Documentation of Risk and
Mitigation Effectiveness
The supplier shall provide an analysis addressing the risk of tin whiskers in accordance
with Section 4.5, including rationale for the selection of Level 2B, unless the level
selection was dictated by the customer.
The supplier shall have documentation covering the following elements:
– Methods of controlling vendor use and introduction of Pb-free Tin
– The mitigation measure(s)s taken for each family of piece parts or applications of
Pb-free tin finish in the product.
– The tests or analyses performed for each family of piece parts or applications
using Pb-free tin finishes, to determine risk of whisker growth in accordance with
Section 4.5.
– If there are other uses of Pb-free tin outside the families, the mitigation measures
taken for each piece part or application of Pb-free tin finish in the product outside
the families.
– If there are other uses of Pb-free tin outside the families, the tests and analyses
performed for each of these piece parts or applications to determine risk of whisker
growth in accordance with Section 4.5.
– Verification methods, including inspections and tests, that show their processes
are under control.
– Provide the risk assessment and mitigation measures to the customer for their
review, as requested or required by customer.
This documentation shall be made available for review, as requested or required by the
customer.

9

3.2.4 Control Level 2C Requirements
Applications of tin must be reviewed and approved individually by an authorized
customer representative in accordance with established design rules. Approval of
exceptional cases can occur within the requirements of the plan. For example, instead of
one assessment and mitigation plan covering all tin-plated capacitors, each capacitor type
and application must be reviewed and approved, even if the same strategy is applied to
each situation.
3.2.4.1 Level 2C Requirements for Documentation of Uses of Pb-free Tin
The supplier shall avoid use of Pb-free tin whenever possible. Individual uses of Pb-free
tin shall be documented and mitigated and require approval by the customer or customer
designee.
The supplier shall provide a plan for passing the requirement to lower level suppliers in
accordance with Section 4.1.
3.2.4.2 Level 2C Requirements for Detecting and Controlling Pb-free tin Finish
Introduction
The supplier shall provide a plan for monitoring materials in their product in accordance
with Section 4.2.1. The supplier and customer shall reach an agreement regarding this
plan.
For critical piece parts, assemblies or systems, the plan should include sampling at least
one part per lot of all piece parts not approved for tin.
3.2.4.3 Level 2C Requirements for Tin Whisker Risk Mitigation
Mitigation requirements shall be fulfilled by at least one of the following:
 Hard potting or encapsulation
 Physical barriers
 Circuit design and analysis showing low impact of tin whisker short or FOD
 SnPb soldering process with validated complete coverage
 Conformal coat with validated coverage and gap greater than 250 microns
 A combination of mitigations approved by the customer

Comment [aet9]: High voltage
circuits may need to be treated
differently? Do we need another section?

Specific requirements for each mitigation listed above are presented in Section 4.3.

Comment [aet11]: Steph’s paper
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this? Should it be different for 2B and 2C
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3.2.4.4 Level 2C Requirements for Parts Selection
The supplier shall have a part selection process that encourages the use of parts that have
lower tin whisker risk, consistent with the requirements presented in Section 4.4.
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3.2.4.5 Level 2C Requirements for Assessment and Documentation of Risk and
Mitigation Effectiveness
The customer is responsible for describing the risk algorithm or other methods for
evaluating mitigation measures in the request for proposal, if applicable. The customer is
also responsible for communicating any documentation review or oversight requirements
to the supplier.
The supplier shall have documentation covering the following elements:
– The mitigation measures taken for each piece part or application of Pb-free tin
finish in the product.
– The tests and analyses performed for each piece part or application using Pb-free
tin finishes, to determine risk of whisker growth in accordance with Section 4.5.
– Provide the risk assessment and mitigation measures to the customer for their
review, as requested or required by customer.
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3.2.5 Control Level 3 Requirements
The supplier shall not allow use of Pb-free tin finish.
No Pb-free finishes may be designed into the product or knowingly purchased without a
plan to replace the finish. Any uses of Pb-free tin are considered a deviation from the
requirements and require deviation, waiver, or other non-conformance documentation.
3.2.5.1 Level 3 Requirements for Documentation of Uses of Pb-free Tin
The supplier shall provide a plan for passing the requirement to lower level suppliers per
Section 4.1.
Any use of Pb-free tin finish would represent a violation of requirements, which would
require a waiver process based on program requirements.
3.2.5.2 Level 3 Requirements for Detecting and Controlling Pb-free tin Finish
Introduction
The supplier shall monitor the material in their product per Section 4.2.2.
3.2.5.3 Level 3 Requirements for Mitigation of Tin Whisker Risk and Mitigation
Effectiveness
Not applicable, as Pb-free tin finish is not allowed.
3.2.5.4 Level 3 Requirements for Parts Selection
Not applicable, as Pb-free tin finish is not allowed.
3.2.5.5 Level 3 Requirements for Assessment and Documentation of Risk and
Mitigation Effectiveness
Not applicable, as Pb-free tin finish is not allowed.
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3.2.6 Requirements for Mitigating Tin Whisker Risk for Solder Joints
The majority of requirements in this standard apply to Pb-free tin finishes, not Pb-free
solders. This is because the level of understanding for tin whiskers growing from
finishes is much higher than from solders. However, the data on the dangers of tin
whiskers growing Pb-free solders when there are rare earth elements (REE) present is
sufficient to consider these solders a risk.
For Level 2 control levels, use of Pb-free solders with REE shall be disclosed to the
customer and a risk assessment performed with regards to tin whiskers.
For Level 3, use of Pb-free solder with REE shall be prohibited.
Additional information and recommendations for preventing tin whiskers growing from
Pb-free solder joints are presented in Annex E.
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4 Implementation Methods
4.1

Flowing Requirements to Lower Level Suppliers (applies to Level 2B, Level
2C, and Level 3)

Requirements for tin whisker control, analysis, and mitigation are applicable to all
purchased and subcontracted elements and materials for the program. This may require
flowing down these requirements to lower level supplier or performing extensive analysis
of purchased material. The supplier should be prepared to document how they addressed
the risk from purchased equipment if requested or required by the customer.

4.2

Detecting and Controlling Pb-free tin Finish Introduction

4.2.1 Sample Monitoring Plans (applies to Level 2B and Level 2C)
A monitoring plan, including method of test and sampling scheme, should documented
for Level 2B and shall documented for Level 2C.
For Level 2B, the monitoring plan and sampling scheme should focus on critical
hardware where Pb-free tin is not allowed.
For critical hardware following Level 2C where Pb-free tin is not allowed, the monitoring
plan described in Section 4.2.2 should be used. .
If X-ray Fluorescence (XRF) Spectroscopy is used for detection, the methods shall be
consistent with JESD213. If Energy Dispersive (X-ray) Spectroscopy (EDS) is used for
detection, the methods shall be consistent with MIL-STD-1580 Notice 2. Other methods
may be used with customer approval.

4.2.2 Lot Monitoring Requirements (applies to Level 3)
A lot screening program is required for all items with metallic finishes. Items containing
metallic finishes shall be tested, at least one sample per lot or batch received, unless
otherwise specified by the customer. A minimum of 3% Pb by weight is required. The
requirements for lot or batch uniformity should be documented to confirm that the
monitoring plan is adequate.
If X-ray Fluorescence (XRF) Spectroscopy is used for detection, the methods shall be
consistent with JESD213. If Energy Dispersive (X-ray) Spectroscopy (EDS) is used for
detection, the methods shall be consistent with MIL-STD-1580 Notice 2. Other methods
may be used with customer approval.
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Customer may allow an exception for monitoring if material specification defines all
finishes as gold with no Pb-free tin finishes and a visual inspection of the device shows it
to be gold-colored. This exception should be documented if used.
4.3

Methods for Mitigating Impact of Pb-free tin (applies to Level 2B, Level 2C)

Since the failure mechanisms for whisker growth are not fully understood, no single
method is an assurance against whiskers in all applications, environments, and lifetimes.
Mitigations, part selection and analyses are all aspects of a general tin whisker risk
mitigation system.
The following sections define the requirements for specific mitigations listed as options
in Sections 3.2.3.3 and 3.2.4.3.
4.3.1 Hard Potting and Encapsulation
Potting and encapsulation can be a very effective means of reducing tin whisker risk, but
the properties of the material must be analyzed. For the purposes of this standard, there
shall be a documented process for evaluating the effectiveness of the potting or
encapsulation and for evaluating risks associated with the use of material in applications.
For potting or encapsulation to be effective it must be hard over the application
temperature range and remain hard over the product life. Attention should be paid to the
types of fillers, in addition to the matrix material. The process of forming the potting or
encapsulation should ensure that it is unlikely to have voids or bubbles that would reduce
its effectiveness at encapsulating whiskers. Issues such as induced stress, thermal
mismatch, and outgassing should also be reviewed as part of a general design and risk
review before taking this mitigation approach.
4.3.2 Physical Barriers
Placement of a physical barrier can prevent whiskers from growing from one conductive
surface to another. For the purposes of the standard, barriers are walls, cases, shields or
other hard material that whiskers will not penetrate and not applied as a coating to the
part. While a barrier may prevent a whisker growing from one conductive surface to
another, it cannot mitigate the risks associated with free-floating whiskers unless a
combination of barriers fully encase the tin-finished area.
There shall be a documented process for reviewing the hardness of the barrier, examining
the possibility and impact of whisker shorts within the enclosed area, and evaluating the
risk and impact of free-floating whiskers escaping from the enclosed area.
4.3.3 Conformal and Other Coats
Unless there is compelling evidence that the coating fully encapsulates whiskers, the
coating shall be applied to the Pb-free tin finished surfaces and all adjacent conductors,
whether or not they are finished with Pb-free tin.
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As a minimum, the conformal coat shall meet the applicable requirements of IPC-CC830 and J-STD-001 for Class 3 hardware.
In addition, there shall be a process for evaluating the following aspects of conformal
coat:
 Likelihood of coating bridging between the conductive surfaces, eliminating the
air gap that promotes whisker buckling
 Ability of the conformal coat process to achieve adequate coverage and thickness
on a particular assembly to provide tin whisker mitigation, including an
assessment of thinning of the coating on corners, amount of coverage on back or
undersides of leads or other complex geometries, and the likelihood of bubbles
 Strength of the conformal coating material with regards to whisker entrapment (if
opposing surfaces are uncoated) and penetration on opposing surfaces (e.g,
buckling studies), considering possible degradation from the temperature and
humidity environments of planned application. Industry or other published
information may be used to meet this requirement.
It is expected that other aspects of conformal coat, such as possible stresses that may be
induced by the coating or impact of the curing requirements on the underlying hardware,
will be addressed in the general engineering for the product.
4.3.4 SnPb Soldering Process with Validated Coverage
As stated in the definition, if all Pb-free tin finishes on the device have been replaced
through replating or solder-dipping, following GEIA-STD-0006 or equivalent, then the
device is no longer considered to be tin-finished.
However, if only some tin-finished surfaces have been reworked, then the actions are
considered to be equivalent of SnPb coverage as part of a SnPb soldering process.
The solder process shall be qualified for each package style where it will be used as a
mitigation. For qualification, the following are required:
 Tin or tin alloy surfaces and soldered areas shall be evaluated for >3% Pb content
using XRF, consistent with JESD213, SEM EDS, consistent with MIL-STDF1580 Notice 2, or other methods approved by the customer.
 Microsectioning shall be performed to ensure that there is adequate consumption
of the Pb-free tin into the solder.
 The qualification shall take into account variability in the solder process controls.
Full coverage by the solder is not required if the exposed surface is not a tin alloy.
The solder process shall be controlled or monitored to ensure that the qualification
continues to apply. This may be accomplished through statistical process controls or
statistical sample testing.
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4.3.5 Circuit and Design Analysis
This mitigation may not be practical in units where tin is used extensively. The level of
detail needed for the analysis will likely make it too onerous an approach.
For the purposes of this standard, the circuit and design analysis shall demonstrate that a
whisker growing from a Pb-free tin surface and bridging a gap to cause a short will not
impact the reliability and performance of the unit containing the surface. In high voltage
applications, the analysis shall also address non-bridging failure modes. In cases where
current is greater than 50mA, it may be assumed that the whisker will fuse and the
assessment only needs to be done for an intermittent short lasting 50 microseconds.
This analysis may be addressed as an element of the overall Failure Modes and Effects
Analyses (FMEA) or Failure Mode, Effects, and Criticality Analyses (FMECA). This is
not intended to include the probability of a whisker growing or of a whisker touching a
particular surface; it is intended to focus on effects.
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The risk of a whisker breaking free and becoming foreign object debris (FOD) is less
than the risk of whiskers shorting to an adjacent surface. Applications with optical or
electro-mechanical requirements should be evaluated for FOD risk. Applications that are
likely to be extensively handled or will repeatedly be exposed to very high vibration
environments, both of which would increase the chances of whiskers being knocked free,
should also be evaluated for FOD risk.
If SnPb soldering process, consistent with Section 4.3.4, or conformal coat, consistent
with Section 4.3.3, can be shown to consistently cover some areas of tin, circuit analysis
is only required for areas that are at risk for remaining exposed.

4.4

Part Selection Process

Part selection is an important part of an overall tin whisker mitigation strategy, but no
part-level mitigation is without risk. There have been whiskers reported with virtually
every part-level practice proposed by the electronics industry. In addition, because part
manufacturing and finishing is outside the control of the AHP industry and verification of
the processes is difficult, there may be too much process variability for the practices to be
consistently effective. For those reasons, part-level practices do not fulfill the mitigation
requirements of Sections 3.2.3.3 or 3.2.4.3 of this standard. Instead, a strategy for
encouraging the use of lower risk parts is required, in addition to those requirements.
The parts selection process shall document what specific part level characteristics are
considered to be preferred. The process should describe how risks are weighed when
deciding if part level mitigations are applied or not. The documentation of the process
shall be made available to customer upon request.
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Some sources of information about lower risk finishes are available from papers in the
literature or industry groups, such as iNEMI. In general, AHP customers have a
preference for parts with at least one of the following (shown in alphabetical order):










Annealing or fusing at part manufacturer, close to the time of plating
Hot dipped tin finishes (as opposed to plated finishes)
Immersion Tin (for boards only; not applicable to component / part finish)
Low profile parts, parts with short leads, or other geometries that have lower risk
of whisker shorting (see 3.3.3.5)
Nickel Underplate (so long as not under bright tin)
SnAg finishes (1.5% to 4% Ag), particularly when hot dipped
SnBi (with 2% to 4% Bi)
SnPb (with 1% to 3% Pb)
Successful passage of JESD201 testing at Class 2 level
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Annex B should be consulted for more information on the effectiveness and possible
reservations about each of these methods.
4.5
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Assessment and Documentation of Risk and Mitigation Effectiveness

The customer and supplier should evaluate their products, applications, and environments
and evaluate how test data and mitigation strategy applies to those conditions. A number
of different analyses might be appropriate for this requirement. Determination of the
specific analysis should be made by the supplier and customer.
Any detailed material analyses, qualification reports, process monitor reports, tests or
other documentation related to mitigations shall be made available to the customer upon
request for mitigations applied to their products.

4.5.1 Elements of Assessment
The analysis shall address the rationale for the selected level, unless the level was
dictated by the customer. Rationale may consist of an analysis that indicates that the
consequences of a tin whisker induced failure are acceptable. Rationale may consist of
an analysis of the demonstrated reliability of the affected hardware as compared with the
requirements.
The supplier shall have documentation of their methods of controlling vendor use and
introduction of Pb-free Tin.
For Levels 2B, 2C, and 3, the supplier shall have documentation of their methods of
verifying Pb content.
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For Level 2B and 2C, the supplier shall also document:
– The mitigation measure(s) applied (generally documented at family level for 2B
and piece part level for 2C)
– The processes and analyses required for the mitigation measures selected,
consistent with the requirements of Section 4.3, including qualification processes
and process monitoring processes, if applicable.
For products containing COTS assemblies or subassemblies, the program should include
COTS tin whisker risk assessment and mitigation in make-buy and equipment selection
decisions. This should include an assessment of the COTS design and supplier practices
to identify risk from tin whiskers. The assessment should include determination of the
supplier’s policies and processes related to tin whisker mitigation, when possible. The
results of the assessment should be documented, including any planned system level
mitigation. Hardware that is certified as compliant will not contain any tin-lead terminal
finishes, and should be assumed to contain pure tin finishes throughout. Hardware that is
certified to be exempt may or may not contain tin-lead terminal finishes, and pure tin
finishes may be present anywhere within the assembly. Higher assembly levels of COTS
equipment will be the most difficult to assess for tin whisker risks. Some COTS
suppliers, especially those that supply to defense contractors, may have options available
for managing and controlling the use of pure tin. Possible options should be explored
with the supplier during COTS implementation decisions.
4.5.2 Other Risk Analysis Issues
If some Pb-free tin finishes have been replaced, the analysis shall address the replacement
process, risk of secondary damage, and risk of tin remaining.
Analyses might also include use of a risk algorithm. Although there is no industry
consensus on a specific algorithm to be called out in this Standard, more information
regarding these evaluations is provided in Annex D.
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Annex A: Guidance on Control Levels, Risk Assessment, and Mitigation Evaluation

A.1 Introduction
The determination of the suitability of the use of Pb-free tin must be performed on an
application-by-application basis. Unfortunately, the current state of our understanding of
the tin whisker phenomenon does not permit the quantification of the probability of
failure due to tin whiskers for any particular application, even under extremely well
controlled circumstances. Nonetheless, customers and supplier must choose tin control
levels, mitigation strategies and weigh those decisions against the risk of tin whiskers.
Potential applications of high reliability electronic systems vary from "single thread"
systems where no failures can be accepted for very long periods of time, often exceeding
20 years, to systems where it is necessary to be single failure tolerant and it is necessary
to mitigate the effects of single failures utilizing multiple techniques including
redundancy and field support actions. A guiding principal should be that it is not possible
to have a single channel electronic system that will never fail. Thus, for high reliability
electronic systems, multiple provisions and techniques are required to achieve application
specific reliability and availability. These principles apply to both the risk from tin
whiskers as well as other failure mechanisms that have long been considered in risk and
reliability assessments.

A.2 Level Determination
There are three basic levels: no controls on tin finishes, some controls on tin finishes, and
prohibition of tin finishes. Level 2, some controls on tin finishes, has three sub-levels.
The differences between the three sub-levels may seem subtle, but the differences were
carefully established to allow flexibility between different program types. Full
requirements are provided in the normative sections of this Standard, but it may be
helpful to review the following summary of requirements when selecting a program’s
level.
As part of the determination of which tin whisker control level is appropriate for a
specific application, it is recommended that the attached decision tree be used. There are
clarifying questions and information following the decision tree.
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No need to
apply
control:
Level1

No

Is there a risk of
tin whisker induced
failure in your
system?

What are the consequences
of performance anomalies
in your system?

Yes

High Consequence System

Moderate Consequence System

Low Consequence System

Do we anticipate that
the whiskers will
produce a plasma
event?

See Page 2

See Page 3

Yes

No

Do local anomalies
affect top-level system
performance?

Yes

No

Could a failure cause
a critical failure or
defeat redundancy?

Are anomalies
detectable and
repairable?
No

Yes

Regular frequent
checks & often
investigation of
intermittencies?

No

3

3

2C

No

Yes

2C or
2B

2B

Yes

2B
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Moderate Consequences

Do we anticipate that
the whiskers will
produce a plasma
event?

Yes

No

Do local
anomalies affect
top-level system
performance?

No

Do local
anomalies affect
top-level system
performance?

Yes

No

Yes

2C
2B
Are anomalies
detectable and
repairable?

Yes

2C

Are anomalies
detectable and
repairable?

No

3

Yes

No

2B

2C
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Low Consequences

Do we anticipate that
the whiskers will
produce a plasma
event?

Yes

No

Do local
anomalies affect
top-level system
performance?

No

Are anomalies
detectable and
repairable?

Are anomalies
detectable and
repairable?

Yes

2B

Yes

2B

No

2C

Yes

No

2A

2B
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What are the consequences of performance anomalies in your system?
 This question is about the type of system that you are building for.
 High consequence systems are those that have an immediate human life
implication, are critical strategic assets, or have a high monetary value, such as
large unmanned space vehicles and satellites.
 Moderate consequence systems are those that have a low or intermittent risk to
human life. It may also include systems which must work for short periods of time
when demanded (intermittent use). This category is likely to include many single
or limited use items.
 Low consequence have no risk of human life and/or low monetary value.
Do we antipate that the whiskers will produce a plasma event?
 In low pressure or vacuum environments, applications at greater than about 13V
are considered at risk with those greater than 25V being considered high risk.
 In 1 atm or more, risk should be considered for applications at greater than 28V.
Voltages greater than 130V are generally considered high risk.
Do local anomalies affect top-level system performance?
 This question is about the unit or board being evaluated.
 Is this a critical unit or a unit with limited redundancy whose failure would cause
mission failure? If so, then a local anomaly is assumed to impact top-level
performance. If not, then a local anomaly is assumed to not impact top-level
performance.
 If there is good unit redundancy or internal redundancy or if the unit is not
critical, then the local anomaly will likely not impact top-level performance.
Could a failure cause a critical failure or defeat redundancy?
 Can a single failure defeat redundant systems?
 Can a single failure inhibit a common mode voting fuction or a safety tripping
mechanism?
 Can a failure initiate a tripping mechanism which defeats voting and could cause
a loss of function?
Are anomalies detectable and repairable?
 This is primarily focused on the unit or board being evaluated.
 Is your mission, including storage and down-time, a short one (<5 years)? Or are
units planned on being replaced or extensively maintained frequently (<5 years)?
If so, then you can treat your product as being frequently repaired for the purposes
of this question.
 Are troubleshooting and repair part of your normal operational plan? Are
intermittent anomalies troubleshot regularly? How frequent and thorough will the
unit be checked for problems (at least annually)? Is performance test or
demonstrated on a defined periodic basis? Will unit or system be tested just prior
to use? Will problems be able to be repaired in a timely fashion?
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Annex B: Technical Guide on Detection Methods, Mitigation Methods, and Methods
for Limiting Impact of Tin
Below is a discussion of individual methods and other information to help reduce the risk
of failure due to tin whisker formation. The effectiveness of the mitigation strategies
presented here has been demonstrated to varying degrees, but their relative effectiveness
has not been quantified. Until the growth mechanisms are understood, no accelerated test
for whiskers can be developed. A reliable, repeatable accelerated test will be needed
before the risk to a system or the effectiveness of a mitigation strategy can be accurately
and quantitatively calculated. The only sure strategy to prevent tin whisker induced
failure is to avoid using Pb-free tin, but a mixture of mitigation strategies may allow for
the use of Pb-free tin finishes for some applications or lifetime requirements. Strategies,
along with references to research evaluating them, are presented in the sections to help
users qualitatively evaluate their particular circumstances.

B.1. Hard Potting, Encapsulation, and Physical Barriers
Perhaps the most obvious method to prevent whiskers from shorting out adjacent
conductors is creation of an insulating physical barrier between them. Placement of nonconductive washers, spacers, staking compound materials, etc. as a physical barrier can
prevent whiskers from growing from one conductive surface to another. Because
whiskers can grow through oils, greases, and the softer lacquers, care must be taken in
selecting the material of the barrier. In this context, the harder or more durable materials
(e.g., epoxies) are much more effective, provided they remain intact [1][2][3]. While a
barrier may prevent a whisker growing from one conductive surface to another, it cannot
mitigate the risks associated with free-floating whiskers.

B.2 Conformal and Other Coats
If piece parts with Pb-free tin finish must be used, government and industry subject
matter experts strongly recommend the application of a conformal coating. Conformal
coat reduces the risk of whisker failure by retarding possible tin whisker growth and
containing many whisker growths within the coat. However, whiskers have been shown
to escape most coatings. So perhaps the more important feature is that conformal coating
prevents whiskers from shorting exposed conductors, as whiskers typically buckle before
penetrating coatings on adjacent surfaces. [1][4][5][6][7][8][9].
The published literature on the physical and mechanical properties of conformal coating
materials is a scarce commodity. The electronics industry has primarily utilized
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conformal coating materials for their ability to provide product use environmental
protection thus material properties such as elongation or elastic modulus were a special
interest topic. However, with the use of conformal coating as a tin whisker risk mitigation
strategy, the mechanical properties of the various conformal coatings are now a topic of
significant industry interest. Meschter et al [10] characterized various conformal coating
physical properties as part of an investigation of deflecting or buckling a tin whisker by a
conformally coating surface. Figure B1 illustrates the calculated physical properties of
various conformal coating materials from the investigation.

Fig. B1 Conformal Coating Material Physical Properties from Meschter [10]
The 250 micron gap in conjunction with conformal coat mitigation requirements of
Levels 2B and 2C are to try to allow adequate space for the conformal coat and a
sufficient air gap to ensure buckling of the whisker will occur. [7][10][11]
Woodrow published a table of conformal coating physical properties (Figure B2) as part
of an investigation of various conformal coating to mitigate the formation and growth of
tin whiskers [9][12]. Woodrow initiated the study of conformal coatings because they
were one of the few processes that were under the control of OEMs that manufacture
high reliability electronics. Unfortunately, Woodrow found no direct relationship
between conformal coating properties and their ability to contain tin whiskers [12].
However, there is no direct examination of buckling.
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Fig. B2 Conformal coating Physical Properties from Woodrow [12]
Kumar included a table of conformal coating physical properties as part of his
investigation into the use of parlyene conformal coating as a tin whisker risk mitigation
strategy [13]. Figure B3 lists the various conformal coating material types and properties
from the investigation.

Figure B3 Conformal Coating Physical Properties from Kumar [13]
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It is anticipated that the renewed interest in the physical properties of conformal coating
materials will result in a broader and more complete compilation of values with industry
consensus agreement. In the short term, the use of the published literature on conformal
coating physical properties should be used cautiously as part of any due diligence actions
for tin whisker risk mitigation strategy.
In general, it is believed by the AHP industry that Parylene conformal coats, particularly
Parylene C, are the most resistant to tin whisker growth. This is due to the physical
properties of the coating as well as the ease of achieving even and complete coverage.
However, the expense of the process and the difficulty of performing repair and rework
on the boards after coating make this a less appealing option in many cases. Uralane is a
common AHP industry selection and while not completely effective at containing
whiskers, has been shown to reduce the number and length of whiskers, particularly when
thickly applied [14]. Woodrow’s work [9][12] has raised some concerns in the industry
about non-Urethane acrylic coatings and silicone coatings. These coatings should be
approached with more caution.
Obvious limitations of using conformal coating over Pb-free tin finish are the possible
variability in the quality and thickness of the coating coverage. Experts warn that when
applying conformal coating to dense assemblies, the coat should not bridge the gap from
one surface to another, providing a direct path for potential whiskers. Coating fully
under-mounted piece parts such as Pin Grid Arrays (PGAs), Ball Grid Arrays (BGAs),
and Chip Scale Packages (CSPs) may also be difficult. When conformal coating is
applied in a spray process, the coat must be sprayed from several angles to prevent
shadow areas created by high profile piece parts [6][15]. Achieving adequate coating can
be very difficult. [10]
Thus, conformal coat as a whisker mitigation technique depends on the workmanship of
the coating. It is also possible to induce other problems with use of conformal coat. It is
recommended that industry standard or carefully created company standard conformal
coat application methods be used. There is worked planned at IPC to address the issue of
conformal coat applications and inspection requirements for tin whisker mitigation but
the work is ongoing. Some currently existing industry methods include:
• NASA Technical STD NASA-STD-8739.1: WORKMANSHIP STANDARD FOR
STAKING AND CONFORMAL COATING OF PRINTED WIRING BOARDS AND
ELECTRONIC
ASSEMBLIES

(http://www.hq.nasa.gov/office/codeq/doctree/87391.pdf).
Adjunct
pictorial
reference for assorted NASA Workmanship Stds (including conformal coat) See
Section 8, http://workmanship.nasa.gov/lib/insp/2%20books/frameset.html
• IPC: IPC-CC-830
• Military: MIL-I-46058C
• IEC: IEC 1086
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There is some evidence that whiskers may be attracted to each other through electrostatic
forces, increasing the likelihood of whiskers shorting to other whiskers [14][7][15].
However, whisker to whisker shorts are estimated to be quite rare. [16]
There are a number of new coating techniques that are currently under investigation, such
as Atomic Layer Deposition (ALD) and new tougher sprayed or painted coatings. Many
of these are showing a lot of promise. However, at the time of this standard’s
publication, there was insufficient data for the AHP industry to fully evaluate the
techniques and materials. These materials may be adequate if additional data is gathered
and reviewed with the customer.

B.3 Tin Finish Replacement and SnPb Soldering Processes
The most effective solutions, if SnPb finishes are not available, involve completely
replacing the Pb-free tin finish, not merely covering it, and ensuring that no Pb-free tin
remains exposed. However, replacing the Pb-free tin finish may lead to suppliers no
longer guaranteeing the performance of piece parts. Therefore, analysis and possibly
qualification of the re-processed piece parts may be needed to verify that they will
function as intended.

B.3.1 Solder Dip Tin-finished Surfaces
Hot solder dipping (sometimes referred to as HSD) of tin-finished leads and surfaces
using a Sn-Pb-based solder will help reduce whisker formation by relieving stress in the
tin. The heat can increase grain size, and the Sn-Pb alloy is less prone to whisker
formation. Under ideal practices, solder dip of tin-finished terminations, using Sn-Pb
solder, will virtually eliminate whisker formation by dissolving and replacing the tinfinish with a Sn-Pb alloy.
GEIA-STD-0006 describes the process controls, qualification, and test requirements for
automated HSD intended to fully replace Pb-free tin finishes on electronic piece parts.
The process in that document differs from traditional solder dip in that the lead must be
coated over its entire length, right up to the package interface. During hot solder dip, the
piece part undergoes an unavoidable amount of thermal shock. Differential temperatures
during solder dip are significantly greater than those present during typical board-level
assembly. In addition, the fluxes used during the dipping process can be drawn into
minor delamination commonly found in plastic piece parts, which can lead to reliability
issues [9]. GEIA-STD-0006 is the best available method of confirming that the Pb-free
tin finish is replaced and that the parts are not damaged by the process.
If the device cannot be dipped all the way to the body, the standoff distance, usually
between 10 and 50 mils, would still be at risk for whisker growth. There is also a risk of
whiskers on any Pb-free tin inside the device that could not be solder dipped. [1][4][5][6]
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These cases should be handled like the SnPb soldering process described in the main
body of this document.

B.3.2 Re-plate Whisker Prone Areas
Some manufacturers may be willing to strip the Pb-free tin plate from finished products
and re-plate using a suitable alternative plating material such as Sn-Pb or nickel.
Stripping and refinishing is generally not suitable for electronic piece parts, but may be
reasonably applied to a range of mechanical piece parts. If applied to electronic piece
parts, such processes should be reviewed to determine the potential for affecting the
reliability of the original product (e.g., chemical attack on piece part materials). [4][5][6]
Stripping and replating is a common process performed by the metal finishing industry.
B.3.3 Pb Over-plating
Another option for replacing the pure tin finish involves plating of Pb on the surface of
the tin and then baking the part to promote complete interdiffusion. This option may be
most suitable for use on small chip-style passive devices.

5 B.3.4 Soldering with SnPb Solder
The electronics industry has conducted extensive investigation into the use of the tin/lead
soldering process to “self poison” the resulting solder joint with lead thus eliminating the
risk of tin whiskers. The success of using a SnPb soldering process as a tin whisker
mitigation is understanding the key parameters of solder paste deposition and reflow in
order to assure that through either solder coverage of a component termination or the
diffusion of lead into a component tin finish can be accomplished. The stencil thickness
and stencil aperture design in combination with the reflow process parameters are critical
in how much of a component termination can be “poisoned”. Figure C4 illustrates a
component in which the soldering process was not sufficient to flow solder onto or
diffusion solder into the existing component lead surfaces. The height of the component
termination is too great for the specific soldering process used to implement effective tin
whisker mitigation. Areas of exposed tin have been shown to grow whiskers and could
cause failures. [17] There have been studies suggesting that hand soldering processes
may be particularly difficult to understand and control to the level needed to mitigate tin
whisker risk. [18]
The use of a SnPb soldering process as a tin whisker mitigation practice is dependent on
the availability of objective evidence demonstrating use of key solder paste
deposition/reflow processes.
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Fig. C4

B.4 Circuit Design and Analysis
In general this “mitigation” technique is specific to the circuit involved, not to the
characteristics of the whisker. However, there are some assumptions that must be made
in these analyses.
Some industry investigations have focused on the voltage required for a tin whisker to
cause an electrical short. [19][20] investigated the voltage breakdown of actual tin
whiskers using various metal plated probes. Their test results revealed that the voltage
required to break through the oxide layer of a tin whisker was in the range of 5-8 VDC.
The analyses may also depend on some assumptions regarding the likelihood of the
whisker short to be permanent versus intermittent, based on the likelihood of the whisker
to fuse. There appears to be surprisingly little data available on this subject. Most of the
reports seem to suggest that whiskers may fuse with as little as 5 or 10 mA of current, but
to be conservative, more than 50 mA should be assumed to be needed to fuse thicker
whiskers. [20][21][22][23] Truly conservative analyses may want to assume that 75 or
100 mA will be needed since [24] may have observed some outlier whiskers needing 75
mA to fuse.
Shorting time of whiskers has been reported even less. 50 microseconds was chosen to
be a very conservative estimate. Hada [24] reports even less than 1 microsecond.
FOD analysis is likely only needed in special circumstances because whiskers are
generally unlikely to break free. Their crystalline structure makes tin whiskers
surprisingly strong in the axial direction. High forces in vibration and mechanical tests
may be needed to damage or break free whiskers [23]. Even concentrated airflow was
reported to be ineffective in removing all but long whiskers. These experimental results
may not match all experiences, however, as there are known examples of whiskers
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detaching and creating short circuits or jamming mechanical mechanisms. [1] It is
thought that as the whisker ages, it may be more prone to breakage.
For Level 2B, the analysis may show tin whisker sensitivity so long as those areas have at
least a 1cm gap from the Pb-free tin (whisker origination point). This is based on studies
that have shown that whiskers are very unlikely to grow that long. There have been cases
of whiskers growing longer than 1cm, for example on the Space Shuttle Card Guides.
[25] But even in that case, it was only outlier whiskers that were longer than 1cm, with
the vast majority being several millimeters in length. Based on all available data, it is felt
the risk of whiskers greater than 1cm is very low. Since Level 2B is designed for noncritical applications or applications with good redundancy, it is believed that sensitivity to
whiskers with greater than a 1cm gap is justified. See Section B.5 below for additional
discussion about whisker length models and assumptions.

B.5 Gap Distance Rules
One of the challenges in quantifying tin whisker risks is that so many studies only report
longest whisker observed, or perhaps a mean whisker length and the longest whisker
length. These summary statistics are dependent on the sample size and do not allow for a
more in depth assessment of the distribution and the length distribution. It is unclear
whether the longest whisker is a single outlier and not representative of the general
performance, whether there is a subpopulation of long whiskers, or whether the sample
size is so small that there is still a reasonable chance of much longer whiskers in the
larger population. Furthermore, many of the results are derived from limited samples that
have only been aged a limited amount of time. Trying to extrapolate those results to field
life is also challenging without agreed upon acceleration factors or growth rates.
Some of the studies that have more complete distribution data on whisker lengths include
[24], [26], [27], [28], [29], [30].
Dunn’s data on long term whisker growth [31][32] are also valuable for evaluating limits,
even though they don’t include distributions.
In general, whisker lengths are believed to follow approximately a log-normal
distribution. Hilty [29] proposed a Johnson’s Transformation model, which puts some
additional weight in the tails of the distribution, but which is more complicated to
implement and only provides a small amount of additional conservatism. The results of
the papers suggest means of between 5 um and 2000 microns, depending on the length of
the experiment and the types of platings involved. (Median in log scale of 1.5 to 7.5)
Standard deviations range from about 2 to 500 microns (Shape parameter s for lognormal of about 0.25 to about 1).
In almost every case the 90th percentile from the distribution is less than 0.5mm and a
99th percentile of less than 1mm. Hada [24] had a case of bright tin over copper after 500
days that had a 90th percentile of about 2.7mm and a 99th percentile of about 3.5mm.
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Dunn [32] also has a few samples with longest whiskers greater than 1mm, but primarily
on abnormal or contaminated tin platings.
In general, it has been observed that longer whiskers have appeared on mechanical piece
part components than on electronic piece part components. This may be because of
greater process control in the electronics industry or because electronic piece part
manufacturers have attempted to implement part level mitigations. The cases with the
longest whiskers above correspond more closely to mechanical parts.
Even though these studies do not represent 15 or 20 years of field operation, most growth
models show a decreasing or saturating growth rate. Although they will not capture the
total growth at end of life, the studies have other conservative elements in them.
Based on these results, it was felt that for electronic components in Level 2B hardware,
2000 micron (2mm) gaps were sufficient to provide tin whisker mitigation. This is
primarily based on 1mm being at least a 99th percentile in the studies above with margin
to allow for growth over time and uncertainty about the whisker density and other
contributors to variability. This value is also consistent with Rev D of the “Pinskey
Model.”[33]
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B.6 Part Level Strategies to Be Considered in Part Selection

B.6.1 Annealing, Fusing, and other Heat Treatments
In general, data support a variety of heat treatments increasing the incubation time,
delaying the onset of tin whiskers, but not necessarily preventing them permanently. For
this reason, heat treatments are considered somewhat controversial. The may greatly
reduce risk for some period of time, but may lead to false confidence for most AHP
mission lengths.
There are two basic categories of heat treatments, those performed below the fusing
temperature, such as most annealing, and those above the fusing temperature, usually
accomplished by dipping parts in a hot oil bath. There is also variation in when the
treatments are performed.
iNEMI recommends a 150oC anneal for 1 hour within 24 hours of plating, but suggest
accompanying data be provided to show the anneal’s effectiveness. The also recommend
fusing within a few hours of plating as an alternate method. The writers of this standard
agree with iNEMI that these kinds of heat treatments, close the the time of plating, are
considered to be more effective than heat treatments performed at higher levels of
assembly. While iNEMI prefers annealing over fusing, the writers of this standard
believe the current tin whisker growth theories should support treatments above the
fusing temperature being more effective than those below.[1][2][4][5][6] [8][34][35][36]
[37][38][39][40][41][42][43][44][45][46][47]

B.6.2 Plated vs. “Hot Dipped” Tin
In general, plated tin is thought to have a slightly higher propensity to whisker than
dipped tin. Process controls on the plating baths can help reduce the risk of whisker
formation. Contamination in the bath creates nuclei for internal stresses promoting
whisker growth. By controlling contamination and refreshing the baths often, these
stresses can be limited. Process control is also recommended for current density,
temperature, and plating speed. Higher current densities, and therefore quicker plating,
may be more prone to greater whiskering. [8]
Hot-tin dipping is not typically performed on lead-frame parts but may be available on
other electronic or mechanical components. These parts may be better than plated parts
with regards to whiskers, but are known to have whiskering problems. The parts should
come controlled production lines to avoid contamination which is believed to increase
whisker growth. [9] Even though the layer of tin during dipping, theoretically, should be
less stress inducing than electroplating, variation in plating thickness and handling
damage from multiple processing steps can introduce stresses. [8][49]
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B.6.3 Immersion Tin for Boards
Immersion tin surface finishes for printed wiring board applications is a significantly
different electroplating process than that used for the plating of electronic components.
The process is much slower and is based on a one-to-one atom exchange between the
plating solution and the target surface. The process is self limiting and has a much lower
as-plated stress in comparison to electroplated tin processes for components. The
immersion bath chemical composition is different due to the plating process kinetics
which also have a impact on the propensity of the resulting plating to produce tin
whiskers. The electronics industry published reports are a mixed bag with both reports of
no tin whiskering and reports with significant tin whiskering of immersion tin finishes. A
key parameter differentiating the reports is the specific immersion tin plating chemistry
formulation used in the industry investigations. The user of immersion tin surface
finishes for printed wiring boards is cautioned to conduct due diligence prior to the
implementation of an immersion finish. [50]

B.6.4 Nickel Underplate
A thin layer of nickel over the copper substrate should reduce IMC diffusion and stress.
Studies investigating the effectiveness of nickel underplating on whisker growth have
been mixed. Some studies have shown a reduction in number and length of whiskers on
tin plated nickel than on tin plated copper. [40][51][52][53][54] However, studies have
also shown that whiskers will grow despite a nickel barrier. [55][56][57][58] The
effectiveness of nickel barriers to prevent whiskers may depend on the properties of the
base material and the process used for depositing the tin, explaining the differences in the
experimental effectiveness of the barrier. A minimum layer thickness of 0.5μm is
recommended for devices subjected to Pb-free reflow assembly conditions. [59]
Silver underplate (>2μm) may also be a mitigating feature, but data is much more limited.
[60] There is, however, the potential for this mitigation practice to be effective, and
further investigation of the effectiveness of this technique should continue.

B.6.5 SnAg Finishes
The electonics industry has historically had widespread use of the Sn96.5Ag3.5 eutectic
tin/silver alloy for electronics in harsh use environments such as sour gas well,
automotive and in high temperature applications. There has been limited studies on SnAg
finishes with regards to whiskers, but the results have been promising. Without
additional studies on a wider variety of processes, it is difficult to draw a final conclusion
about SnAg. [61][62]
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B.6.6 SnBi Finishes
The electronics industry has compiled significant investigated results for SnBi surface
finishes. The primary focus of SnBi industry investigation has been on electronic
component solder joint integrity but secondary results covering the topic of tin whisker
initiation/growth has been included in the reports. The reported bismuth content for
electroplated SnBi surface finishes has been in the 1-6% range. The industry reports show
a variety of results from no evidence of tin whiskers to modified tin whisker
initiation/growth.
JEITA studied SnBi (2%) parts for 10,000 at 55oC and 85% RH. The maximum whisker
length was less than 50 micrometers. (The whiskers on pure tin were over 100
micrometers.) Thermal cycling tests from them and other Japanese companies showed
very good performance of SnBi under thermal cycling tests, in some cases with the SnBi
performing as well as SnPb.
The NASA DoD Electronics consortia conducted testing of components with a SnBi
TSOP components subjected to 4066 cycles of -55C to +125C thermal cycle conditioning
with no evidence of tin whiskers from the SnBi surface finish. Caution should be used
when implementing SnBi surface finishes as part of a tin whisker mitigation plan.
Additional industry investigation for the SnBi finishes is warranted as the electronics
industry has not yet concensus on the topic. [61] [62][63][64] [65][66]

B.6.7 Non-compliant SnPb (1% to 3% Pb)
Industry concensus and investigation have demonstrated that a tin/lead surface finish
eliminates the initiation and growth of tin whiskers. The industry tin whisker mitigation
practice of alloying 1-10% lead in a tin surface finish was primarily due to investigations
conducted by Bell Laboratories in the 1950s. Investigations have shown that as little as
the addition of 1 or 2% lead to a tin finish will greatly reduce tin whisker initiation.
[67][68] The electronics industry has adopted the use of a minimum of 3% lead as a
minimum standard lead content based on additional margin, the metallurgical properties
of the alloy, and general plating practices. Although whiskers have been known to grow
occasionally even on very high lead content alloys [69], there have been no reported
cases of very long whiskers and the practice of using SnPb alloys has been successful in
the field.
Parts with 1% to 3% Pb in the alloy are likely the result of processing problems at a
supplier, rather than an intended plating. These are especially likely to arise on Level 3
products where testing of Pb content on each lot is required. It is particularly common in
codeposited SnPb barrel plating processes where the plating can be particularly
nonhomogeneous and there can be small areas of pure tin and islands of Pb. Even after
annealing or other heat treatments, there may still be inadequate mixing of Sn and pb.
37

Cases with less than 3% Pb, even if more Pb was intended, require waivers or other noncompliance documentation for Level 3 products, but are in general considered low risk.
The gap sizes and plasma likelihood should be considered, along with whether conformal
coat or other mitigation is applied.

B.6.8 Successful passage of JESD201 testing at Class 2 level
Although the mechanisms for tin whisker growth are still unknown, there are several test
methods being used by suppliers in the industry. Industry standard tests do provide a
common method and comparable data.
Many piece part suppliers are involved with developing tin whisker test methods and
finish qualification methods. Some examples include JESD22-A121“Test Method for
Measuring Whisker Growth on Tin and Tin Alloy Surface Finishes” and JESD201
“Environmental Acceptance Requirements for Tin Whisker Susceptibility of Tin and Tin
Alloy Surface Finishes.” Tests typically include aged samples being put through thermal
cycling, humidity, high temperature, and ambient testing. Because these tests are
developed for the commercial community and most commercial products have an
expected lifetime of 3 to 7 years, it expected that without other mitigation steps, positive
results on these tests would generally only be applicable to products with those lifetimes
or those with thorough inspections in that time-frame. Thus, there is a preference for
parts that have passed the tests over those that have not, but testing alone does not
mitigate or even quantify the risk to AHP systems.
There is very limited data on the relevance of the test results to field performance. There
have been reported cases of parts with tin whisker field failures that previously passed
JESD201, but most have been unofficial reports with little detail.
The use of JESD201 in the aerospace community is controversial. Some believe that
vendors using the test method are at least considering the tin whisker problem, likely
applying other part level mitigations, and are thus preferable to parts from suppliers that
are not addressing tin whisker issues at all. Others feel that the test creates too easy a
solution for suppliers, that they will perform the short test and think they are done.
However, there does not appear to be harm in selecting parts with the testing and there is
the possibility of the results helping to reduce the risk of early failures.
For products with longer lifetime requirements or without thorough inspections in less
than 7 years, if qualification or other test data is included, the analysis should include a
discussion of why the test was representative and how the results were generalized to the
application environment and product life length. Note that, until the fundamental
mechanisms of tin whisker growth are understood and acceleration factors established,
customers with environmental exposures longer than the test length should be cautious
about extrapolating the test results too extensively. This is particularly true for systems
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with greater than 20 or 30 years of storage and mission life, harsh temperature cycle
environments, or harsh humidity environments. Even tests that show whisker growth rate
slowing should be applied with caution as periods of dormancy have been observed on
whiskers.
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B.7 Part Level Mitigations with Less AHP Industry Support or Consensus

B.7.1 “Matte” Tin
“Bright” tin finish usually contains additives that can cause internal stresses in the tin. A
“matte” tin finish, or a relatively dull finish, may preferred because it does not contain
these additives. [1][6] Generally, matte tin is a tin film with lower internal stresses and
larger grain sizes than bright tin. Matte tin is defined by iNEMI and JEDEC to have
carbon content of 0.005% - 0.05% and grain size of 1 μm to 5 μm.
Many groups have defined matte tin as a lower risk finish. However, the definition of
bright and matte tin is vendor dependent. There is little attempt to verify that a vendor’s
product conforms to the iNEMI, or any other, definition. Categorization is very difficult
and purchase on the basis of these descriptive terms can be misleading. For this reason,
this Standard does not recommend a differentiation between the risk on bright and matte
tin for the purposes of defining lower risk finishes without substantial supporting data
specific to the parts and process in question.
Furthermore, data on matte tin has been inconsistent, perhaps because of the lack of
control on its definition. One study found whiskers up to 2 mm long on matte tin-plated
steel. [55][56][57] Other researchers have suggested that matte tin may be very effective,
particularly when combined with other mitigations. [1][52][70] The effectiveness of
matte tin may be dependent on process controls during plating and the particular
environment during use.

B.7.2 Choice of Substrate Material
The formation of intermetallics between the base metal and the Pb-free tin finish may
create stresses that promote tin whisker growth. By controlling the underplate or
substrate, the risk of whiskers may be greatly reduced.
The chemistry, thickness, surface finish, grain size, surface cleanliness, and internal stress
of the substrate are all factors that may affect intermetallic compound (IMC) formation
and growth. The diffusion of the materials and the IMC create compressive stresses in the
Pb-free tin finish, particularly along tin grain boundaries. If the stress reaches a critical
level, tin may be extruded from the surface, relieving the stress and creating a whisker.
Alloy 42 leadframes with tin finish is believed to be particularly prone to grow whiskers
under thermal cycling due to the CTE mismatch between the alloy 42 and tin. [1]
[32][49][52][70][71]
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B.7.3 SAC Finishes
The propensity of SAC finishes on components is not heavily investigated topic as the
surface finish is relatively new for the electronics industry. The general concensus within
the electronics industry is that the SAC surface finishes will not initiate and grow tin
whiskers primarily due to the fact that these finishes are applied in “hot dipped”
processes rather than as electroplated processes (see C.1.2.5). Additionally, it has been
proposed that the silver content of the SAC finishes reduces and/or eliminates the
propensity of tin whiskering due to the lowering of the overall surface finish tin content.
The Joint Council on Aging Aircraft (JCAA)/Joint Group on Pollution Prevention (JGPP)
Pbfree Soldering project conducted a series of harsh environment thermal cycle and
mechanical tests using a SAC solder alloy and a SAC solder finish. No evidence of tin
whiskers were observed after the testing was completed. [72]
Mathew [73] concluded that SAC finishes, particularly over alloy-42 may have problems
with whiskers under thermal cycling. SAC performed better under ambient conditions,
but whiskers were observed and there were more whisker >10um observed on SAC parts
than on SnPb.

B.7.4 Thick Tin
There is some data suggesting that thicker Pb-free tin finishes show a lower propensity
for tin whiskers and/or a greater incubation time before tin whiskers occur. It is
recommended that the tin thickness for piece parts without a nickel or silver underlayer
be 7 μm minimum with 10 μm nominal or thicker preferred. When a nickel or silver
underlayer plating is used, the minimum tin thickness should be 2 μm. [39][74]

41

Annex C: Tin Whisker Inspection

C.1 General Inspection Guidance
Optical inspection of electronic assemblies and electronic products present a significant
examination challenge. It is recommended that use of multiple light sources (such as ring,
flood and flexible wands) and multiple magnification ranges from 1X to 100X be
employed during an tin whisker inspection process. The use of multiple angles of incident
light be incorporated into the tin whisker inspection protocol for maximum effectivity of
whisker observance. Concentrated beams of light can be very effective if they can be
easily moved to different angles.
A number of videos demonstrating how critical the light source, magnification and angle
of light incident choices can be for tin whisker inspection process can be found at the
following web link: http://nepp.nasa.gov/WHISKER/video/inspection/index.html
Although primarily written for reviewing coupon and qualification test results,
JESD22A121 provides some additional recommendations for inspecting for whiskers that
are applicable for hardware.

C.2 Inspection of Installed Hardware
The optical inspection of electronic products in the field may not be feasible due to
inadequacies lighting and magnification. It is likely that only the most severe whisker
effects will be observed in this setting. Thus, if whiskers are suspected on field hardware,
it is recommended that a sample part, board, or unit be removed to a more controlled
setting for further investigation.

C.3 Inspection of Removed Units and/or Inspection During Failure Analysis or in
Other Laboratory Situations
C.3.1 Inspection Using Stereomicroscope
The first significant inspection for tin whisker should be performed using a stereomicroscope, at about 50x using at least one flexible light source. Details of a
recommended inspection procedure are given below.
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Equipments:

 Multi-angle vise
 Stereo-microscope (capable of 10 to 63X)
 Flexible goose-neck light
Examine Procedure:

1. Hold specimens using a multi-angle vise. Use the vise to tilt the specimens in the
appropriate direction for examination of whisker formation as shown in Error!
Reference source not found..
2. Provide side-illumination using a flexible goose-neck light, which can improve
contrast against the background as shown in Error! Reference source not
found.. During examination, change the direction of the light source to find the
light reflection from the whiskers. Conformal-coated specimens sometimes have
coating residuals and dust on the lead-frame as shown in Error! Reference
source not found.. It is not easy to distinguish these things from whiskers, but
there a slight difference can be seen in their light reflection compared to the
reflection from whiskers through changing the direction of the light source.
3. Examine all the surfaces from the shoulder of the lead-frame where the leads exit
the package body to the solder joint, including the non-wetting area across the
lead-frame. Especially, any corroded areas on the lead-frame should be examined
carefully. The corroded areas are heavily concentrated near the dam bar cuts and
the tips of the leads. Study by Su et al. has shown that whiskers are most likely to
grow in the corroded areas on the shoulder and tip of the lead-frame.[30]
4. Capture and document the images where a whisker is observed or suspected in
order to conduct SEM observation. Documentation should include a description
of the lead-frame location where the whiskers have grown.
Comparisons between Optical Microscope and SEM Observation

There are some limitations when observing whiskers using an optical microscope because
its magnification is limited and there is reflection from the background, such as the leadframe surface. Compared to an optical microscope, an SEM has high magnification and
can take very clear pictures of the observed sites.
Straight whiskers with a length of more than 100 m can be easily observed by an optical
microscope using a flexible light as shown in Error! Reference source not found..
However, nodule whiskers are not easy to detect finding a light reflection from whiskers
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using a flexible light because these whiskers can be easily confused with the surface
morphology of a lead-frame. Error! Reference source not found. shows that two kinds
of whiskers (left: straight whisker; right: nodule whisker) and the right nodule whisker
cannot be clearly distinguished in the microscope observation.
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Microscope
Flexible
goose-neck light

Multi-angle
vise
Fig. C1 Equipment setup for whisker examination

1

2
3

Fig. C2 Whisker examination areas and direction
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Fig. C3 Side-illumination by flexible light
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Fig. C4 Coating residuals and dusts attached on lead-frame with conformal coating

Optical microscope
SEM
Fig. C5 Comparisons between whisker observations by microscope and SEM
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Optical microscope
SEM
Fig. C6 Limitation of microscope observation
Fig. C7 “Preliminary whisker examination in non-coated test specimens”
Fig. C7A QFP Package
Area 1

Area 2

Area 3
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Fig. C7B PQFP Package
Area 1

Area 2

Area 3
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Fig. C7C TQFP Package
Area 1

Area 2

Area 3

Fig C7D SOIC Package
Area 1

Area 2

Area 3

50

Fig. C7E TSOP Package
Area 1

Area 2

Area 3

Fig. C7F PLCC Package
Area 1

Area 2

Area 3

C.3.2 Inspection Using Scanning Electron Microscope
Full characterization of lengths and densities will likely need to be made using a
Scanning Electron Microscope (SEM) using a minimum of 250x magnification.
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Annex D: Analysis and Risk Assessment Guidance
In order to make a final determination of a control level or a particular mitigation
strategy, many programs will require a risk assessment. Although quantitative risk
calculations and probabilities may not be possible, qualitative risk assessments will need
to be performed if reasoned decisions are to be made concerning the use of tin.
Tin whiskers can induce failures by various mechanisms. All mechanisms that are
applicable to the circumstances under assessment must be considered.
1. The vast majority of reported tin whisker-induced failures have resulted from
the growth of the tin whisker from one conductor so that it bridged the gap to an
adjacent conductor at a different electrical potential, including the possibility of
whisker-to-whisker shorts. The bridging creates a short-circuit between the two
conductors, often resulting in destruction of the whisker in the manner of a fuse
element. For low pressure or high voltage applications, plasma events may result
from the shorting.
2. A second failure mechanism has also been reported. With this mechanism a
whisker grows in one location, becomes dislodged, and is transported to another
location where it bridges between two conductors creating a short circuit. (This
failure mechanism has been widely reported to have been induced by zinc
whiskers.)
3. Whiskers that become loose within an assembly that is highly sensitive to
contamination can pose a variety of risks, depending upon the system including:
disruption of optics, disruption of micromechanical function, blockage of
extremely small orifices, etc.
4. Whiskers that grow from the surfaces of RF waveguides into the region of
space where the RF fields are propagating can affect the performance of the
device, without necessarily contacting a second surface.
The performance of these assessments must take into account the various factors that
affect the risk of occurrence of these tin whisker-induced failures. There are five principal
factors that must be considered in assessing such risks. These are:
1. The propensity of the Pb-free tin surface in question to grow whiskers of a
given length, in a given abundance, in a given time frame.
2. The ability of whiskers growing from that surface to create an electrical short
directly to an adjacent metallic surface. The principal factors for consideration
here are the distance between conductors, and existence and nature of any
intervening barriers.
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3. The ability of whiskers to break off and to migrate to a different location in the
system, where they could create electrical shorts or act as general contaminants in
especially sensitive assemblies.
4. The vulnerability of the system to suffer performance degradation due to
electrical shorts such as might be created by tin whiskers.
5. The vulnerability of the system to suffer performance degradation to the
presence of whiskers as general contamination.
The detailed contributors to these factors are discussed in reference. [75]
It is important to note when performing risk assessments that the certainty that a whisker
will fuse open does not imply that there is zero risk of failure. Certainty of fusing only
implies that any failure condition is likely to be intermittent. There are numerous
examples and literature of whiskers which fused, but still cause the system-level failure
(see [76][77]).
The rationale supporting risk assessments will need to be recorded, to preserve
traceability for audit purposes. This requirement, together with typical industry quality
requirements (such as ISO 9000) creates a strong incentive for the establishment of
standardized approaches for risk assessment within each organization, at the minimum.
There are three basic approaches to standardized risk assessment in this context.
1. Assignment of "cognizant subject matter experts" to review, record rationale,
and signoff each risk assessment.
2. Establishment of a set of rules-based criteria that define conditions under which
the risks are deemed to be acceptable.
3. Development of an algorithm that encompasses risk factors of concern that can
be used to define a metric of risk on a standard basis.
In practice, some combination of these three approaches may be used in concert.
An example of a rules-based criterion that might be used for establishing a risk threshold
could be: "Circuit cards which are 100% covered by urethane conformal coat to a
thickness of 100 μ minimum shall be considered to provide acceptable mitigation against
tin whisker risks for whisker mitigation level 2B hardware." (Arbitrary example, not
intended as a recommendation.)
Examples of algorithms for use in calculating a risk metric are described in reference [33]
and [78]. Users may consider applying these existing algorithms without modification,
modifying them to suit specific needs, or using them as a basis for the development of
new algorithms. (The algorithms described in these references are available for use in the
public domain, without restriction.) There have also been examples of Monte Carlo
approaches being taken to assess risk. [16][29][79]
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D.1 Data Relevant to Tin Whisker Risk Assessment
The information relevant to a tin whisker risk assessment is, in some cases, different than
what is normally provided in a reliability or risk report. For example, unlike many failure
mechanisms, tin whiskers grow equally well, if not better, under storage conditions as
compared to application environments. If the application is likely to have a long period of
storage, it is recommended that customers require suppliers to address risk from this
period or include it in any life-time calculations.
The following list represents information that is recommended to be gathered and
provided in the documentation, to the degree reasonable, particularly in a Level 2C
assessment:
Component Level Information
 Type of finish (pure tin or tin alloy, plated or dipped)
 Substrate and underplate materials
 Type of component
 Approximate Area of Pb-free Tin Surfaces
 Encapsulant, potting, or coating over the Pb-free tin material and other surfaces, if
applicable
 Internal gap distances
Process Information
 Installation process (kind of solder, epoxy attach, or other material attach; hand or
automated process)
 Temperature exposures during installation and processing
 Encapsulations, potting, conformal coats or other coatings applied (including
thicknesses)
 Methods of examining coverage of solder or other installation material and
coatings, including photos, if available
Application Level Information
 Gap distance if whisker attached to Pb-free tin surface
 Gap distance for free-floating whisker
 Current and voltage available if a whisker were to short to an adjacent surface
 Current and voltage available if a free floating whisker were to short
 Level of concern about FOD in general for unit
 Planned test, repair, replacement schedule

Environmental Information
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Storage temperature (keeping in mind that whisker grow best at just above room
temperature), humidity, atmosphere (pressure and corrosion), and lifetime
Field temperature (keeping in mind that whisker grow best at just above room
temperature), humidity, atmosphere (pressure and corrosion), and lifetime
Temperature cycling expectations
Expected airflow (possibility of breaking whisker free)
Expected vibration (possibility of breaking whisker free)

D.2 The Role of Whisker Propensity Tests
Although the mechanisms for tin whisker growth are still unknown, there are several test
methods being used by suppliers in the industry. Industry standard tests do provide a
common method and comparable data.
Many piece part suppliers are involved with developing tin whisker test methods and
finish qualification methods. Some examples include JESD22-A121“Test Method for
Measuring Whisker Growth on Tin and Tin Alloy Surface Finishes” and JESD201
“Environmental Acceptance Requirements for Tin Whisker Susceptibility of Tin and Tin
Alloy Surface Finishes.” Tests typically include aged samples being put through thermal
cycling, humidity, high temperature, and ambient testing. Because these tests are
developed for the commercial community and most commercial products have an
expected lifetime of 3 to 7 years, it expected that positive results on these tests would
generally only be applicable to products with those lifetimes or those with thorough
inspections in that time-frame. Thus, there is a preference for parts that have passed the
tests over those that have not, but testing alone does not mitigate or even quantify the risk
to AHP systems.
For products with longer lifetime requirements or without thorough inspections in less
than 7 years, if qualification or other test data is included, the analysis should include a
discussion of why the test was representative and how the results were generalized to the
application environment and product life length. Note that, until the fundamental
mechanisms of tin whisker growth are understood and acceleration factors established,
customers with environmental exposures longer than the test length should be cautious
about extrapolating the test results too extensively. This is particularly true for systems
with greater than 20 or 30 years of storage and mission life, harsh temperature cycle
environments, or harsh humidity environments. Even tests that show whisker growth rate
slowing should be applied with caution as periods of dormancy have been observed on
whiskers.
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D.3 Analyses of Field Data
Suppliers’ field data of historic reliability on hardware using tin piece parts may provide
insight into the risk of tin whiskers. Historic failure databases of these tin piece parts in
these applications might include some tin whisker failures, if failures were possible, but
their cause may not have been traced to a whisker.
However, care must be taken in extrapolating field data results. Different plating
processes, from different suppliers, may have different propensities for whiskering. A
growing number of piece parts with Pb-free tin finishes means there are more
opportunities for whiskers to grow and to produce failures. The similarity of the field data
to future use must be addressed in any analysis taking this approach.
Several things must be kept in mind when a supplier claims they have never experienced
field failures due to tin whiskers. First, past failure analyses (if conducted) most likely did
not consider whiskers as a possible failure mode and did not look for whisker presence.
Secondly, a failure due to a whisker-induced short circuit usually results in the
vaporization of the whisker, making it difficult to prove that the failure was caused by a
whisker. Thirdly, some very knowledgeable authorities on metal whisker feel strongly
that many ‘cannot duplicate’ or ‘no fault found’ failures have been due to whiskers.
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Annex E — Whiskers Growing from Solder Joint Fillets and Bulk Solder

E.1 General Phenomenon of Sn Whisker Formation in Sn-Pb and Pb-free Solder
Tin whisker formation is a general phenomenon that may occur under certain conditions
to pure Tin and Tin alloys including solder. [80][81] The limited length of Tin whiskers
growing from Sn-Pb generally does not raise concerns with respects to electrical short
circuits. In addition, and Sn based Pb-free solder fillets are also not a concern in noncorrosive environments. An example of whisker formation on solder fillets after testing in
the Celestica Laboratories is shown in Figure E1. Figure E1a, E1b shows a scanning
electron microscope (SEM) photograph of whiskers growing from a 63Sn-37Pb alloy
solder joint at 85°C/85%RH, 500hr followed by -55°C to 85°C air to air cycling, 1000
cycles. The maximum whisker length growing from the Sn-rich phase of Sn-Pb solder
fillet does not exceed 6 µm. The whiskers formed from SAC305 solder joints tested in
parallel with Sn-Pb assemblies are 3.5 times longer (Fig. E1c, E1d). The longest whisker
detected in this testing is 21µm and still is not a significant reliability concern when
corrosive conditions are mitigated.

a

b

c

d
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Figure E1. Whiskers and hillocks formed after 500 hrs of storage at 85°C/85%RH
followed by -55°C to 85°C air to air cycling,1000 cycles (a) Sn-Pb solder joint, SEM,
200X, (b) Sn-Pb solder joint, SEM, 3,000X, (c) Pb-free solder joint, SEM, 180X (d) - Pbfree solder joint, SEM, 1,000X, [Celestica Laboratories]

E.2 Long Sn Whiskers in Pb-free Solder
Since the widespread introduction of Pb-free solder to electronics assembly, there have
been several observations of long whiskers growing from the bulk solder of leaded and
ball grid array joints. The reported cases may be divided into two groups: (1) Sn-Ag-Cu
solder with ionic contamination and (2) Sn-Ag-Cu alloys with additions of rare earth
elements (REE) such as Ce, La, Er, and Y.

E.2.1 Long Sn Whiskers in Pb-free Solder with Ionic Contamination
In 2007, the first failure related to long whisker growth from SAC405 solder was
reported by Terry Munson (Foresite). [82] The whisker grew from a solder fillet of a
MOSFET device (Fig. E2) The device had an alloy 42 lead frame with matte Sn finish
and was assembled using no-clean SAC405 solder paste. The assemblies were subjected
to 20 days of life testing at 65°C and 25% RH with blowing air. The failure occurred due
to two separate whiskers touching. The possible root cause of long whisker formation
was attributed to flux residue that may promote corrosion.

Figure E2. Long whisker growing from SAC405 no-clean assembly reported by Terry
Munson (Foresite)
In 2008, whisker growth was observed on SAC solder in the presence of contamination.
[83] The whiskers appeared after life testing for 10 days at 60°C and 20-30% RH with
voltage cycling. Optical and Scanning Electron Microscopy (SEM) with EDX following
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by cross-sections through whiskers were performed. The detailed metallurgical analyses
revealed that Sn whiskers originated not from the component lead plating as was
expected, but from bulk SAC405 or SAC305 solder (Fig.E3). A high precision
metallographic technique using progressive polishing was developed to examine the
details of whisker formation. The paper discussed the microstructural relationship
between the whiskers and the following factors: solder microstructure and its
modification during oxidation and corrosion, alloy 42 lead frame material, lead plating
quality, component contamination and flux on solder.
Solder

Lead 1
3

2
1

1

Flux residue

a

b
1

1a

c

d

Figure E3. Whiskers and hillocks (1 - thin long filaments; 2 - thicker and shorter rods; 3
– hillocks) protruding through flux residue and growing from solder free of the flux
residue, (a) SEM, 700X; (b) cross-section, 200X; (c) whisker 1 shown with arrow on
cross-section (b), SEM, 1,800X; (d) same whisker as in (c) after next sequential
polishing, SEM, 1,800X [83]
It was concluded that the whisker formation origin from Pb-free solder is corrosion
related. Corrosion propagates through the eutectic regions in the interdendritic spaces of
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the solder accompanied by intensive diffusion in the bulk solder that causes the solder to
be depletioned of Ag and Cu. The depleted solder area may experience compressive
stresses from the rest of the solder, which may result in recrystallization, (and possibly
dynamic recrystallization [80]) along with hillock and whisker formation. As a result of
this study the relationship between ionic contamination of virgin piece parts and whisker
growth propensity was revealed.
Although not focusing on solder joints, a 2009 investigation was initiated to evaluate of
the potential of tin whisker growth induced by ionic contamination exposure [84]
Samples of electroplated tin on a stressed copper substrate were subjected to three
different chlorine solutions for a period of 72 hours, after which high temperature/high
humidity conditioning (85C/85%RH) for 4000 hours was conducted. Optical and
scanning electron microscopy (SEM) inspection at 500 hour intervals for five designated
locations was conducted with all anomalies, tin whisker lengths and population densities
being documented. The test results revealed that both tin whisker length and population
density were impacted by the ionic contamination (see Fig. E4 and E5).

Figure E4 Tin Whisker Length Impact by Ionic Cleanliness
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Fig. E5 Tin Whisker Density Impact by Ionic Cleanliness

The recent data by Snugovsky [85] fully confirmed the importance of cleanliness in
whisker mitigation for solder joints. Assemblies with components cleaned before
soldering to achieve a level of ionic contamination 10 times below acceptable level and
with post assembly cleaning, did not create whiskers after 500 hr in a 85°C/85%RH
environment. Long whiskers were formed on assemblies with as-received parts, and on
systematically contaminated parts with the ionic contamination above the acceptable
level. Additional flux residue promotes whisker formation further even if the flux was
halide free ROL0 containing only adipade (Fig. E6).

61

Whisker Propensity - Component and Assembly
Contamination
300

Clean

Longest Whisker, µm

250
As-received

200
150

With contaminated
components

100
50
0
SOT23

SOIC8

QFP44

SOIC20

PLCC44

With contaminated
components +post
asembly contam w ith
ROL0 flux

Figure E6. Whisker length depending on component and assembly cleanliness
Nihon Superior Co., Ltd [86] investigated the relationship between whisker growth in
conditions of heat and humidity and surface corrosion accelerated by the residues of the
fluxes typically used in the three common soldering processes, wave soldering, hand
soldering and reflow soldering. They analyzed Sn-3.0Ag-0.5Cu (SAC305) and Sn0.7Cu-0.06Ni-0.1Ge solder alloys that were applied to the test vehicle – an interdigitated
comb pattern by dip soldering, hand soldering and reflow soldering with a variety of
commercially available fluxes. Under conditions of 60°C/90%RH and 85°C/85%RH,
corrosion that appears to be related to the character of the residues used in the soldering
process can cause solder to produce whiskers long enough to compromise circuit
reliability. The authors suggested that the likelihood of whisker growth occurring on Pbfree assemblies soldered using no-clean technologies can be significantly reduced by
using a flux which does not promote the sort of corrosion that can generate compressive
stress in the solder.
The JEITA Activity report of solder whisker growth [87] indicated that Sn whiskers also
form on solder,s and not only electroplated Sn. The wetting behavior of Pb-free solders is
worse than is the case for Sn-Pb solders. High flux activity is thus required to enforce
good wetting, but the active agents used for this contain Cl or Br and cause corrosion
when used; the corrosion of solder may be a trigger for whisker formation. Consequently,
processing conditions need to be controlled during reflow, as does the flux composition,
to prevent the formation of Sn whiskers on Pb-free solder joints.
Another recent work [88] reports on Sn whisker formation on solder during 85°b/85%
RH testing by looking at the effects of process atmosphere – a nitrogen atmosphere and
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an air atmosphere, during reflow and the effect of three fluxes with different
concentrations of HBr activators. It was found that Sn whiskers were not formed on
solder fillets when using a halogen free flux or a nitrogen atmosphere. Both suppressed
the oxidation of solder. Solder joints reflowed in an air atmosphere using halogenated
flux examined a large amount of Sn-oxide penetrated into the solder fillet (Fig. E7). The
formation of Sn oxide results in a volume expansion of about 29 to 34 %. Consequently,
the formation of Sn oxide can be a source of compressive stress that acts on Sn grains. To
release this stress, Sn whiskers grow from the Sn surface (Fig. E8).

Figure E7. Microstructures of solder fillet with 0.8%HBr activated flux assembled in air
after 1000 hr at 85°C/85%RH: (a) - QFP with Cu lead frame; (b) - QFP with alloy 42
lead frame

Figure E8. The mechanism of Sn whisker formation on solder fillet induced by oxidation

E.2.2 Long Sn Whiskers in Pb-free Solder with Rare Earth Elements
Recently there were several publications discussing whisker growth from Pb-free solder
with additions of REE. [89][90][91][92] REE additions are used to improve mechanical
properties and wetting of SAC alloys. Tung-Han Chuang and Shiu-Fang Yen discovered
that Sn whiskers appeared in Sn3Ag0.5Cu0.5Ce solder joints of ball grid array packages
after storage at room temperature. [89] The high propensity to whiskering was attributed
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to the CeSn3 particles that exist in solder after reflow and oxidize rapidly during natural
aging. The surface oxide of the CeSn3 consumes more Ce than Sn. The Ce depleted layer
that contains almost pure Sn is left behind the oxide layer. The abnormal whisker growth
was attributed to the compressive stress in the Ce depleted Sn layer. Similar conclusions
were drawn by authors [90] who studied oxidation-induced whisker growth on the
surface of Sn and rare-earth-containing alloys. The driving force for whisker growth was,
as the authors concluded, the compressive stress induced by the volume expansion of
(La0.93Ce0.07)Sn3. The Sn atoms released by the oxidation reactions were extruded
through the oxide film. In addition, the huge compressive stress accumulated by the
volume expansion of the drastically oxidized intermetallics extruded the Sn-La-Ce matrix
around the oxides to form the coarse hillocks.
Whiskers growing from bulk SAC105 solder with REE during 85°C/85%RH exposure
were detected in BAE System and Celestica whisker project. [93] Long whiskers were
also observed forming from the surface of cross-sectioned samples of bulk solder and
solder joints stored in a nitrogen atmosphere and ambient temperature for 121 and 194
days (Fig.E9).

Figure E9. (a) - SAC105 with 0.5%Ce, bulk solder, Ambient T in nitrogen chamber,
SEM, 450X; (b) - SAC105 with 0.5%La, bulk solder, Ambient T in nitrogen chamber,
SEM, 2,000X [34]
It is believed that whiskers on Pb-free solder form because of local stresses built up
during oxidation and corrosion, resulting in deformation of Sn-rich phase and stress
relaxation at the surface, presumably by dynamic recrystallization. Stresses from
oxidation and corrosion may be coupled with those from intermetallic growth and
coefficient of thermal expansion differences.
The selection and control of materials and process parameters in Pb-free assembly is vital
in terms of whisker mitigation, which is fundamentally different from Sn-Pb assembly.
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