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e Motivation

e Microcontrollers — Current Cubesat Devices
— Selection Efforts
— MSP430 SEE and TID
— PICSEE and TID
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e Common paradigm of Cubesat processing
— Small
— Low Power

— Microcontroller-like

— A couple common processors/microcontrollers
 Looking forward

— We expect that processing desire will increase

— Instruments may become more computation intensive
— Primary processors may migrate for more computation
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National Aeronautics Cu besat Control |er Su rvey NA\

* Reviewed many Cubesat system architectures

— Verified device ordering approach with Pumpkin — they indicate orders are simple “no
special procedures” quote and buy from places like Digikey

CubeSat Provider Processor Availability Development
Board
Yes Yes

TI MSP430F1612

TI MSP430F1611 Yes Yes
TI MSP430F1618 No No
Silicon Labs C8051F120 Yes Yes
Microchip Yes Yes
PIC24FJ256GA110
Microchip Yes Yes
dsPIC33FJ256GP710

Tyvak AT91SAM9G20 (ATMEL, Yes Yes
(Intrepid) ARM9 Based)
Board

GOMspace AT91SAMY7 series (ATMEL, Unknown Unknown
(NanoMind) ARM7 Based)
ATMEL ATMEGA1281

TI MSP430 series
(ABACUS)
ARM Cortex-M3 MCU
(Cube Computer)

ISIS (OBC) AT91SAM9G20 (ATMEL, Yes Yes
ARM9 Based)

Clyde Space Use Pumpkin CubeSat OBC

Yes Unknown

Yes Yes

Unknown Unknown

Yes Yes
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Microcontroller Selection

e |nitial efforts

— Currently focusing on the PIC and MSP devices
e Database shows many missions use these
e Believed they may show some significant problems
e Relatively easy inside our flow for development

— Pushing to the AT91SAM9G20

* No data yet, but moving forward with test design and plan
 ARM-based —in-line with Xilinx Zynqg, and higher-end processors
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e Utilized MSP development kit

— Prepared by acid-etching and using a
socket with the plastic over the DUT
drilled out

e Primary test effort

— Performed SEL and limited SEE testing
of MSP430F1612
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e MSP Devices
Experienced increased

current almost MSP430F1612 SEL Current @ LET 86

immediately after the oz

beam was turned on. —————————
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e Current “steps”
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SEL Cross Section — MSP 430

e SEL behavior is
common at tested LETs MSP SEL/High Current
(20 and 86 MeV- 1.00E-02
cm?/mg)

— 0.05 A threshold

 Not recovered by reset

e Cannot measure other
event types

1.00E-03 1ot

Cross Section (cm?)

+ Nominal
m\Vce=3.6V
4 3.6V &55C

40 Elll] 30 100
LET {(MeV-cm?/mg)
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SEE Results — MSP430

e Tested MSP430F1612 for SRAM upsets

e Test program loads 2048 bytes with Os or 1s
(depending on pass number)

 Runs for general SEE observation used SEL protection,
only LET 20 MeV- cmz/mg was tested

vy mimg_coion_|__spvn__otcnon

Nominal 4.2e-8

20 3.6V 21 3.0e-8
20 3.6V/55C 7 2.0e-8
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TID Testing of MSP 1611 & 1612 @

e Performed biased and unbiased testing
e Used JPLs high dose rate Co-60 room irradiator

e Between irradiation, tested with characterization
programs:

— LED blinker

— Flash memory test program (provided in MSP
development Kkit)

— Whetstone test program
e Teststeps:1, 2,5, 10, and 20 krad(Si)
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e Used Explorer 16

Plug-In-Module
board from - PIC24
Microchip - dsPIC33

e Test Devices:
— PIC24FJ256GA110
— dsPIC33FJ256GP710

e Using on-board
regulators
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SEL Results — PIC33 Current

e 5V supply line
increases current
very quickly after
beam on

 Not recovered by
reset

e Similar “current-

124

Current on 5V Supply (A)

PIC33 SEL Behavior - Au (LET=86MeV-cm?/mg)

|
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2 4
Exposure Time (s) @ ~1.3e3 #/cm’-sec
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e Used0.25 A as
threshold for SEL

e When heated, the
SEL current trips
protection on the
on-board regulation

. Bpth points (s!ightly)

SEL Cross Section

Cross Section {cm?)

1.00E-01

1.00E-02

1.00E-03

1.00E-04

dsPIC33 SEL Response

# Nominal

W45

40 60
LET (MeV-cm?mg)

T 1
20 100
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PIC SEE Results

1.00E-07

1.00E-08

1.00E-09

Cross Section {cm?/bit)

PIC24 SRAM SEE Sensitivity

#0to 15BU
M1 toO5SBU

LET (MeV-cm?/mg)

* Low priority
compared to SEL
efforts

e Flash Results

— No upsets observed
with 6e5 #/cm? ions
at LET = 86

Limiting per-bit
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ARMO9-based ISIS board
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Motivation

e Various Cubesats have flown with more capable
processing

— Usually C&DH is 8 or 16-bit MCUs, the “ARMs” are actually
reduced capability Thumb™ processors

— AAUSat-3, CANX-2 used a 32-bit ARM processor

— Phonesat ... flew ... phones (and newer iterations are flying
more)

e Expect that as Cubesat programs continue, need for
more processing will be important
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Snapdragon/Atom Effort

e We focused on cell phone processors — primary player
is ARM, with Intel trying to get Atom into play

e Avoid issues with closed architecture —i.e. not using
Apple A6/A7/etc.

e Most common phone processor in high-end devices is
Snapdragon, with Krait CPU (similar to ARM Cortex
A15)

— We are currently looking at
Snapdragon 600 and
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Looking Forward

SEL of MISP and PIC devices

— Threshold is not known well enough

— Given observed sensitivity, threshold region important
TID of PIC devices

Testing of AT91SAM9G20
— May have to wait for next year due to above work
Testing of Snapdragon 600

— SEL test at LETs up to 37 (may obtain data at 75, but not considered
important to most Cubesats)




National Aeronautics
and Space Administration




National Aeronautics

and Space Administration SEFI In MSP430

e Observed 1 event where test program continued to
operate but repeated error pattern observed.

e During runs without power-cycle (no SEL protection)
— Note observed asymmetry (~4:1) in 1to O vs. 0 to 1 SBUs
e Passes writing all “1’s resulted in:

— Oxfe observed in first 64 even addresses
— Went away after first few cycles

e SEFI turned into errors in all ‘O’s passes:




National Aeronautics
and Space Administration

A Packaging Example

 We are finding some significant problems with
some test boards, in terms of preparation for
test...
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A Packaging Example

 We are finding some significant problems with
some test boards, in terms of preparation for
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Alternate Snapdragon Board

 Another board design — IFC6410 is much easier to
work with

e \We have established method to thin devices to
enable testing with 25 MeV/amu cocktail at
TAMU (~100 um)
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SEE Testing of Snapdragon

e Exposed IFC6410 board to Ar @ LET = 7 MeV-cm?/mg

e Test software was to monitor Android boot
— Observed through UART error output

— Provides information about boot behavior for first ~90
seconds

— Takes ~5 seconds after power up to be activated
— Provides interrupt/exception reporting




L2 Error

Capture of errors
during boot

LET=6.3, flux ~5e3
#/cm?

Using Android
boot

Unspecified
Exception

Requires ~10-15
secs of boot to get
reports

Unspecified
Exception

Usually fails to
reach reportable
status

42 _@745381 Bluetooth: Tx timer expired

42 _A745301

43.814375]1 L2 Error detected?

43.8164191 LZESR Bx00A16681A

43.81286871 LZESYMRA Bx62A0B8Ha

43.8231951 LZESYHNR1 BxB4a4977a

43.8265831 LZEARA Bx@AA2ci6A

43.8299711 LZEARL BxB0R0BEHA

43.8333581 CPU hitmap = @xl

43.8363121 L2 data soft error. single-hit

43 _8483781 Hernel panic — not syncing: L2 single—-bit error detected

43.846V87]1 [<cBAA14718>]1 <unwind_backtrace +HxB-Bx1ic? from [{cBYha?78>]1 (pani
+Bx84./Bx1d4d
[ 43 8558281 [<cB7bha??8>]1 <panic+Bx84-8x1d4> from [<cAAPd?F4>]1 <mesm_12_erp_irg
+lx1fc Bx2682
[ 43 .863268]1 [<cAA?d?f4>]1 (man_12_erp_irg+Bx1fc/Bx268) from [<{cBB@d2844>1 Chand
le_irg_event_percpu+BxhiA-Bx2960>
L 43 _873865]1 [<cBBdd2844>]1 {handle_irg_event_percputBxbBd.- 8x298> from [{cBBd2ab@
*1 <handle_irg_event +Bx3c Bx5ch
L 438828621 [<cBBdZa6B>] <handle_irg event+8x3c/ Bx5c? from [<cBBd554c>]1 Chand
le_fasteoi_irg+@xdc - Bxl48>
[ 43.8922321 [<cBABd554c>]1 <handle_fasteoi_irg+BAxdc/-B8x148> from [<cBBdZBaB>]1 <g
eneric_handle_ivrg+Bx30-/Bx44>
[ 43.9091785]1 [<cBAAdZBaB>]1 <generic_handle_irg+Ax38-8x44> from [<cBBBeedBd>1 Cha
dle_IRQ+8x7c BxcB)

43.9185441 [<cBABBeedB>]1 Chandle_IRQ+8x7c -BxcB> from [{cHABB628>]1 (gic_handle
irg+Ax?4-Bx1168>
L 43 2178571 [<cBBB86208>]1 <gic_handle_irg+ix94-0x118> from [{cB7cB8ccB>] (__iwrg
suc HAx48.-8x78>

43 _227453]1 Exception stack{BxcBdB5e?d to BxcBdB@Seb8>

43.9324881 LHebB: AAAAABEA cBf 3cdBBd AARAA

43 .948668]1 Se8A: cAdA4860 ARBBARAA BEAAAZBZ cAdBSE28 AEAAAALZ faBAlAAc cAd43
5c AABRAAAA

43 _.948817]1 Seal: cBd4fB88 cAdBSebh8 cBA8?d3c cABB??1A 20000113 FFffffff

43.9554481 [<cB7cBocB>]1 <__dirg sve+Bxd4B-8xYA> from [{cAA87718>1 (_ do_softir
+Bxdc  /Bx248 D

43 .9636801 [<cBAB87?/18>]1 <_ _do_softirg+Bxdc -Bx2482 from [<cBBE8Yd3c>] <(irg_exi
+Ax48 - Bxall>

439718681 [<cAAB?d3c>] C(dirqg_exit+Bx48./8xal) from [{cBBBeed4>] (handle_IRQ+A

[{cBBBeed4>]1 C(handle_IRQ+8x80-BxcB> from [{cBBBB628>]1 {(gic_handle

il e T T T T T ]

43.9966421 Exception stack(BxcBdB5fZ8 to BAxcBdB5f7A)

44 _AA1678]1 Lf2A: AAAAABRE ARBARARA ARAARBHA1 ABBARAAZ AAAAA

6]515]5]5]6]5

43&3233381 Lf48: cBde5724 GOBEEHAZ AUEOABEHE c@Ade5724 ABEOABEE COBBEHAR AUBEOA

c

44 _A18887]1 5f6A: c@?cB873c cBABLShEf7c 6OAAABLI FEFfffff

44 _@3238073]1 [<cBYc8ccB>] ¢__irg suc+Bx4B-/0x78> from [{cBAS5bf7c>] {(msm_cpuidle
enter+lx7A-Bx78 >
L 44 _A3316881 [<cBBS5bf?c>] <msm_cpuidle_enter+@x78-8x78) from [{cB56911c>] {(cpu
idle_enter+@x14-Bx18>
L 44 04685221 [<cB56%11c>] <cpuidle_enter+dx14-8x18> from [<cH569698>]1 <cpuidle
idle_call+Bx1eB BxIcB>
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e Two types of boards:
— MinnowBoard
— Conga board

e Conga boards

— Use E620 embedded Atom
processors

— 45nm parts

e MinnowBoards

— Use E640 embedded Atom
rocessors
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Mobile/Cellphone Processor SEE Testmg

e Test boards

— Packaging — can be significant problem with
preparation for heavy ions and TID

— Access to power generation and monitoring of
current may be extremely limited

e Software/Operations
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