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Acronyms

Goddard Space Flight Center

Goal Structuring Notation

NASA Electronic Parts and Packaging

Radiation Hardness Assurance

Single Event Effects

Single Event Functional Interrupt

Single Event Latch-up

System Modeling Language
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Risk Assessment and Management

- Risk: potential for performance shortfalls
(NASA Risk Management Handbook)

- Risk = Probability of failure X Consequence of failure

- Risk Assessment
1. ldentify possible faults
2. Determine likelihood of faults
3. Determine consequence of faults

Likelihood

- Risk Management
1. Reduce types of faults
2. Reduce likelihood of faults
3. Reduce consequence of faults

Consequences

Risk Matrix from NASA Systems Engineering Handbook Rev. 1:
https://www.nasa.gov/sites/default/files/atoms/files/nasa_systems_engine
ering_handbook.pdf

To be presented by R. A. Austin at the NASA Electronics Parts and Packaging (NEPP) Quantitative Assessment of Risk for
Electronics Technology Workshop (ETW) virtually June 15-18, 2020 Modeling Radiation Impact on System Functions




Risk Assessment and Management

- Risk: potential for performance shortfalls
(NASA Risk Management Handbook)

Requirements

- Risk = Probability of failure X Consequence of failure
Goal

- Risk Assessment
| . .
Determine likelihood of faults

3. Determine consequence of faults Quantify and
compare to

- Risk Management technical risk
from different

2. Reduce likelihood of faults domain
3. Reduce consequence of faults
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Model-Based Quantitative Risk Assessment

Quantitative Assessment of Risk

Describe the System

Internal block diagram
» Describes the system
architecture
» Comes from circuit/board
designer
Potential radiation effects
» Faults, their effects, and how
they propagate
» Comes from radiation effects
engineer
Risk requirements
» A measurable quantity

While risk requirements are not met

— > Calculate Risk
Risk = probability X consequence

— 1

Are risk
requirements
met?

Propagate faults
through system

__4

Modify system to change risk
» Change probability by changing

operating conditions or component

being used

Change consequence by adding

mitigation strategies

Results of Logical Model

Quantitative assessment of
risk

Fault propagation model
Fault tree

Coverage check diagram
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Radiation-induced Fault Identification

and Propagation

« SEFIs and SELSs in the
microcontroller lead to the satellite
bus turning off the experiment

<< Block >>
uController::uController

<< Block >>
FRAM::FRAM

—_'-l VDD
—|II-’| 12C_S...
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Radiation-induced Fault Identifica

and Propagation

« SEFIs and SELSs in the
microcontroller lead to the satellite
bus turning off the experiment

FRAM::FRAM

— VDD
———f#i2c s...
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Radiation-induced Fault Identifica

and Propagation

« SEFIs and SELSs in the
microcontroller lead to the satellite
bus turning off the experiment

FRAM::FRAM

— VDD
———f#i2c s...
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Radiation-induced Fault Identificg[F)

and Propagation

« SEFIs and SELSs in the
microcontroller lead to the satellite
bus turning off the experiment
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SEFI

Incorrect Signal State

R
Program Stall

F

SEL

Step Power Change

Latchup Current

N

<< Block >>
uController::uController

<< Block >>
FRAM::FRAM

— VDD
———f#i2c s...

<< Block >>
PowerBus::PowerBus

BusVo... [——
-

~

Experiment Disabled

(E)

E ! = I Step_Power_Change

High Power Consumption
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Radiation-induced Fault Identification and
Propagation after Mitigation

- Watchdog timer and load switch added to
mitigate risk

uController::uControlle FRAM::FRAM

<< Block >> ‘ << Block >>
r

WDI j-%_ _'-F_VDD
VCC j(; —{il-?l 12C_S...
FRAM... |
2
FRAM... }:I:}

<< Block >>
Load Switch Auto::Load Switch Auto

= VIN VouT
i
—12/ON

L

<< Block >>

co s WDT::WDT

PowerBus::PowerBus

=2 VCC WDO [
BusVo... |==—— '—l: WDI
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Radiation-induced Fault Identification and
Propagation after Mitigation

- Watchdog timer and load switch added to
mitigate risk

h << Block >> << Block >>

F A Step_Power_Change uController::uController FRAM::FRAM

h OR J = VDD
1

e
SEL Latchup C t —]
atchup turren Delta_ Power | a1 ‘I-’| 2C.S.. << Block >>

Lost Experiment T Load Switch Auto::Load Switch Auto

I
OR Delta_Power Event _#I: VIN VOouT
—12/ ON
Power Reset J ‘ [

<< Block >>
= ez WDT::WDT
PowerBus::PowerBus

=2 VCC WDO [
BusVo... |==—— '—l: WDI

I s I Incorrect_Signal State

Program Stall
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l.r. l-

Radiation-induced Fault [———="— ~_ e
Propagation after Mitig 4 | (R

- Watchdog timer and load switch added#o A
mitigate risk

Step Power Change

HighCurrent

h << Block >> << Block >>
F A Step_Power_Change uController::uController
h OR J L

2 = VDD \\ /

e
SEL Latchup C t —]
atchup turren Delta_ Power | a1 ‘I-’| 2C.S.. << Block >>

Lost Experiment T Load Switch Auto::Load Switch Auto

I
OR Delta_Power Event _#I: VIN VOouT
—12/ ON
Power Reset J ‘ [

<< Block >>
= ez WDT::WDT
PowerBus::PowerBus

=2 VCC WDO [
BusVo... |==—— '—l: WDI

I s I Incorrect_Signal State

Program Stall
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l.r. l-

Step_Power_Change PowerCutOff-Ref
A - I >

Radiation-induced Fault

PowerDisconnec VOUuT

Propagation after Mitig =4 | R

1
1
1
Incorrect_Signal State ' Step Power Change
1
1
1

- Watchdog timer and load switch added#io
mitigate risk

HighCurrent

J I << Block >>
F A Step Power_Change & . s R/
h OR J

Ty /

o 1
SEL Latchup Current —]
P Delta Power | ‘I-’| B << Block >>

Lost Experiment T Load Switch Auto::Load Switch Auto

I
OR Delta_Power Event _#I: VIN VOouT
—12/ ON
Power Reset J ‘ [

<< Block >>
<< Block >>

WDT::WDT
PowerBus::PowerBus

=2 VCC WDO [
BusVo... |==—— '—l: WDI

I s I Incorrect_Signal State

Program Stall
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Radiation-induced Fault Identification and
Propagation after Mitigation

- Watchdog timer and load switch added to
mitigate risk

h << Block >> << Block >>

F A Step_Power_Change uController::uController FRAM::FRAM

h OR J = VDD
1

e
SEL Latchup C t —]
atchup turren Delta_ Power | a1 ‘I-’| 2C.S.. << Block >>

Lost Experiment T Load Switch Auto::Load Switch Auto

I
OR Delta_Power Event _#I: VIN VOouT
—12/ ON
Power Reset J ‘ [

<< Block >>
= ez WDT::WDT
PowerBus::PowerBus

=2 VCC WDO [
BusVo... |==—— '—l: WDI

I s I Incorrect_Signal State

Program Stall
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Radiation-induced Fault Identification and
Propagation after Mitigation

- Watchdog timer and load switch added to
mitigate risk

h << Block >> << Block >>
F A Step_Power_Change uController::uController FRAM::FRAM
h OR J =) =/ VDD

T 1
SEL Lat

atchup Current Delta Power | VCC :.(E —hl-rl 12C S...

FRAM... =

<< Block >>
Lost Experiment FRAM L Load Switch Auto::Load Switch Auto
.- o

OR Delta_Power Event _#I: VIN VOouT
—12/ ON
Power Reset J ‘ [

<< Block >>
= ez WDT::WDT
PowerBus::PowerBus

=2 VCC WDO [
BusVo... |==—— '—l: WDI

I s I Incorrect_Signal State

Program Stall D
vcc
A oy Incorrect_Signal_State
Incorrect_Signal_State OR
S

Reset Power

No heartbeat
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l.r. l-

Radiation-induced Fault [———="— ~_ e
Propagation after Mitigat 4 | (R

- Watchdog timer and load switch added to A
mitigate risk

Step Power Change

HighCurrent

h << Block >> << Block >>
F A Step_Power_Change uControIIer::uControIIerJ
h OR J

WDI ) - — g
SEL Latchup Current VCC €
Delta Power | - << Block >>

; FRAM... [
e . . .
Lost Experiment FRAM. . |‘|" Load Switch Auto::Load Switch Auto

OR Delta_Power Event _#I: VIN VOouT
—12/ ON
Power Reset J [

<< Blow w>>

= ez WDT:WD.\
PowerBus::PowerBus s
=/VvCC WDG N—
Bus\o... =1 S |
C2A

'-ZWDI
\

I s I Incorrect_Signal State

Program Stall D
VCcC
Reset Power
A oy Incorrect_Signal_State
Incorrect_Signal_State OR
S
wDI

No heartbeat
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Quantification of Risk to Downtime

Technical Risk Mitigated? | Failure Rate Consequence Risk Factor
(# of events/day) | (fraction of downtime per day)

SEE in Microcontroller No 6x103 6x103

SEE in Microcontroller Yes 6x103 2.08x107

Experiment Board v1 No
exceeds power budget

Experiment Board v1 Yes 2.22x101
exceeds power budget

Experiment Board v2 No
exceeds power budget

Experiment Board v2
exceeds power budget
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Quantified Risk Matrix

Quantitative Risk Matrix
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Quantified Risk Matrix

Quantitative Risk Matrix
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Comparison with Flight Data: SEE Risk

Experiment | Possible | Uptime | Failure Rate Maximum Risk Factor | Risk Factor from
Board Resets (# of events/day) | Downtime from On- Risk
from SEE (fraction of day) | Orbit Data Assessment

Board 1 (v2) 2.08x10°
Board 2 (v2) 2.08x10°
Board 3 (v1) 2.08x10°
Total 2.08x10°

(0]
o
1

A
o
1

N
o
1

Possible SEE Resets

el

1(I)0 2(I)0 3(I)O 4(I)0 5(I)0 6(I)O
Mission Elapsed Time (days)
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Comparison with Flight Data: Power Budget Risk

Experiment | Livetime | Uptime | Downtime from On-Orbit Downtime predicted for
Board Data (fraction of day) mitigation(fraction of day)

Board 1 (v2) 87 173

Board 2 (v2) 94 186
Board 3 (vl) 29 171

4 — Board 1
— Board 2
71— Board 3

Total LiveTime (days)

N
o

o
1

5I0 7I5 1(I)O 155
Total UpTime (days)
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Summary

» The technical risk from SEEs in the microcontroller was mapped to
the consequence of downtime

 The risk factor was calculated and tracked with and without
mitigation and compared to a technical risk from the power budget

» This risk factor was compared with on-orbit data

« Sponsor: NASA Electronic Parts and Packaging (NEPP) Program,
Grant #80NSSC20K0424
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rebekah.a.austin@nasa.gov

THANK YOU
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