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Purpose of Work é

BJT_Gain
Degradatic

COTS parts often used because:

« Tend to be several tech generations
ahead of rad-qualified counterparts

« More affordable

Model-based mission assurance can
allow engineers to track failure nodes
introduced by COTS parts on space
systems

Example = Fault tree on the left is
generated by SEAM from a functional
decomposition model of a linear voltage
regulator

 Arrow points to a branch showing
TID impact on the regulator's
internal BJT
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SEAM (Systems Engineering and Assurance Modeling)
is a web-based collaborative modeling platform for
modeling assurance cases integrated with the models of
the system.

Try it now!

@O0000O0

https.//modelbasedassurance.org/

Platform used to
evaluate a spacecraft
system

Especially useful for
small satellite
applications with
short development
timeframes and
significant utilization
of COTS components

Free registration

User site-based
Installations available
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SEAM: Systems Engineering and é

VANDERBILT Assurance MOdeling fsn‘,-
School of Engineering N
SN Arguments
Functional Reliability Fault Tolerance, Mitigation

Functional Model <—>System Design/ Fault Model

Implementation

« SEAM uses Systems Modeling Language (SysML) internal block diagrams

« SEAM enables a systematic assessment of the radiation performance of a
spacecraft in situations where intensive radiation testing campaigns, or
extensive physical knowledge of the electronic components are not available
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SEAM Manual Documentation

I. INTRODUCTION TO MODEL-BASED THINKING

A. Understanding Model-Based Qualitative Systems Modeling

Most engineers working in the space arena are typically trained in electrical, mechanical, or
aerospace engineering. Hence, most of them understand detailed quantitative drawings and
quantitative models, such as solving a circuit with Kirchhoff’s Laws to find a particular voltage in
a circuit or drawing a free body diagram to solve for forces in a static mechanical system. This
kind of modeling is valuable for understanding the behavior of a circuit or system in both a physical
and mathematical manner. Quantitative simulation tools such as LTSpice or MATLAB can also
to help evaluate these kinds of models when they get too complicated to solve by hand.

However, when the scale of a system becomes so complex that quantitative tools are
cumbersome to use, the tools are less useful for design and/or analysis. Examples include an
integrated circuit with so many transistors that it would take weeks for an LTSpice simulation to
run. Quantitative tools are also less useful when there are many kinds of physical domains (e.g.,
mechanical, electronic, optical in the same system) such as for spacecraft or self-driving cars.
These tools are also less useful if there a lot of software is managing the system’s behavior (for
example, millions of lines of code in an airplane). A second practical issue is that during the
beginning of the design cycle, many of the physical parameters needed for quantitative modeling
are unknown because the design is in flux. In these situations, qualitative system modeling is more
useful.

System models tend to be qualitative and logical, rather than physical and numerical, because
the computational cost of modeling components numerically increases steeply with the number of
components being modeled in the same simulation. In this chapter we use an op amp integrator to
demonstrate the differences between quantitative and qualitative models. It is not necessary to

We are completing a manual
for the SEAM platform.

* A key activity to improve
adoption of the SEAM
platform, both for new
users and for
documentation of what
SEAM accomplishes.

« All chapters are
completed, and it is
currently in review.

Published here:
https://seam.pages.isis.vande
rbilt.edu/seamdoc/docs/
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Environment
Comparison
Device
Response

https://vanguard.isde.vanderbilt.edu/RGentic/

RGENTIC stands for Radiation
GuidelinEs for Notional Threat
|dentification and Classification
Developed by NASA Goddard
Space Flight Center (GSFC)
Associates user’s EEE
components to potential rad-hard
risks based on user-inputted
mission environment.

Provides guidance on assessing
rad-hardness of EEE components
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User Mission Environment Device Guidelines
Comparison Response

Considered for Medium criticality component on a
e ) § Single spacecraft, with redundancy ...
Dose Depth Curve for TID GCR Spectra Plot for SEE Dose Depth Tabl Spects
H 2 Assign a Reference Designator or Yiars taat As P
Orbit: Tvpe in ) - : lour  Radiation Greatest s-is ost
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documentation)
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Please send questions and feedback to:

Architecture:

Short (< 1 Year) ) t 1 Additionally a Model Based Mission Assurance Tool Can extend this
Med (1-3 Single spacecraft, ; s
® Medium (1- ; :
no redundancy E ! Criticality:

michael  campola@nasa gov

Years) . : :
® Single spacecraft, 400 Low (Device degradation/loss of

Long (> 3 Years) with redundancy Depth (mils) functionality acceptable)
8 Medium (Some degradation or
Swarm upsets acceptable, but no loss of
device)
High (Device must perform within
specifications for successful mission)
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Porting RGENTIC to SEAM A
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« RGENTIC’s output is being
integrated as an input into SEAM

RGENTIC SEAM . Lowers the barrier-to-entry for
Creates a part using SEAM
list associating Creates a . SEAM has fault propagation
components canvas with models for each of the EEE part-
with rad risks corresponding type families RGENTIC

fault models for
user to
iInterconnect

based on user-
specific
environment

 List of parts from RGENTIC
triggers selection of equivalent

fault propagation templates in
SEAM upon upload
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Selected Models from
SEAM Part-Type Library

®Gate-So...

=< Block >= =< Block >> << Block >> << Block >>
Imager CMOS Imager Charge Coupled Dev... Focal Plane Array As...
:-?_Input_P... Signal_... & _-%:Input_F'... Signal_... [€ '?_Input_P... Signal_... €
-le_lnput_Si... _-ZTInput_Si... -:I*_Input_Si...
<< Block >> << Block >> << Block >> << Block >> << Block >> << Block >> << Block >>
Embedded Digital Signal Proces... FPGA (Anti-fuse) FPGA (Flash) FPGA (SRAM) Microcontroller Microprocessor
:-?_Inpul_P__, Output_... & _-.’!I{Input_F*... Output_... [ '-#_Input_F'_.. Output_... = _-Z?ilnput_P.._ Output_... [ -)[ Input_P... Output_... [ :-.'T_Inpul_P__, Output_... =
-.‘I!_Inpul_F{... -)I Input_R... -%_Input_Ft... -.!ll Input_R... -)[' Input_R... -.‘T_Inpul_H...
-:Iﬁ_Address. . -Z; Address... -:F_Address. . -JI- Address... _-:;_ﬁddress. . -)I_Address. .
-.‘lv Input_Data -% Input_Data -ZF Input_Data -)l Input_Data -)r Input_Data -:lv Input_Data
<< Block >> << Block == << Block >> << Block >> << Block >> << Block >> << Block == << Block >>
Discrete Power BJT HEMT IGBT JFET MOSFET PIN Diode Schottky Diode
Base-E... Collecto... & B Gate-Dr... Drain-So... & & Gate-E. .. Collecto... Gate-So... Drain-So... & H Gate-So... Drain-So... -{,Power_ln F'ower_Out_]-)_ ,-?_F'ower_ln Power_Out

|

« The full library of Fault Models is available on the SEAM site
* Fault models for devices incorporate:
« Expert knowledge about the rad vulnerabilities of part-types based on
literature searches

« EXxperiences and analysis by the Vanderbilt research groups

* Inputs from NASA NEPP
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SEAM Output-based on Part-Type Templates A

Outputted from RGENTIC She

SEAM model of
Digital Signal

P ro Ce S S O r S h OW n Input_Read/Write_Signal SET Incorrec t Data

In the editor
canvas.

SEAM allows
users to create
project libraries
for both
components and
failure labels.

Step_Power_Change N\ I\ Persistent_Signal_Error

OR OR

nput_Power Sustained_High_Current SEL Incorrec t_Data

D;I I F I o Transient_Signal_Error

Ad

il

SEFI
@ Output Data

Input_Data SEU

Gradual_Power_Change Stuck_Signal_Error

Increased Power Consumption TID Incorrec t Data

| OR ILoss_of_SlgnaI

Device_Failure
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Incorporating Composite Ports for Part A

Dg\ TransientSignalErrorI é I I : I I é : Transient_Signal_Error
Base-E _Signal Incorrect_Current SET Incorrect_Current B J T pa rt type W[ th
Dgl composite ports for
&)
Parametric_Signal_Change F Parametric_Signal_Change e the '‘Base-Embedded
Gain_Degradation TID Gain_Degradation S igna / ’ a nd the
A A ‘Collector-
Gradual_Power_Change k ‘or F or 4 Gradual_Power_Change Ba S e_ SI gn al ’ b/ OCkS
Increased_Power_Consumption DDD Increased_Power_Consumption

« Composite ports in SEAM allow for a port to be expressed as both a signal port and a power port so that a
failure can propagate between devices.

» User evaluates whether a failure effect in one part will result in a relevant failure effect in surrounding parts
« If afailure effect is not relevant to the mission, the user can delete it from the fault diagram.

« Each template model is annotated with additional explanations and reviewed and signed off by
Vanderbilt graduate students and faculty.
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System_Model Parts

+ +

<< Block »»
Battery
¥ Outoun Block Block
BJT Voltage Reference
* Base E Cobex e o Outpa
«< Block »» L
{ Voltage Regulator
P rput P Outpat
I Outpt Y < Block »» ’ «« Block »»
Op-amp Voltage Regutator
P Outpet_.., Firpn Outpat ... &
] I Output ;i
< Block >> | << Block >>
Power Supply Battery
"l Outpes J* O tp
< Block >» < Block >»
Voltage Reference On-ome ’ ‘ < Block » ]
P Ing Ourpunt + Ingut Ouspy el
o lnout S I I""lﬁmn € Coliec

SEAM system model (left) and parts library (right) for the linear voltage requlator
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Linear Voltage Regulator:
Fault Decomposition Model

Function_Model

=+

0.8x

Regulated_Power

Regulatedl_Voltage
Input_Power

Power_[Supply Smoothing_Power Smoothing_Signal Output_Voltage

Battery-Ref (2 Regulator-Ref (2 Voltage-Ref (2 OpAmp-Ref (2 BJT-Ref o

Ref Ref Ref Ref Ref

Nederlander, NEPP Electronics Technology Workshop (ETW), 2022
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Fault Tree Analysis of the A
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Fault Tree

« Directed graphs with nodes
representing failure
probabilities and
dependencies

Definitions
« ‘FM’ refers to ‘failure mode’

e« ‘LC’ refers to ‘loss of
component’

 ‘LF’ refers to ‘loss of function’

Fault tree generated from a functional
decomposition model and system model of the
linear voltage regulator in SEAM

Nederlander, NEPP Electronics Technology Workshop (ETW), 2022 15
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Example 2:
LIDAR Transmitter and Receiver ZSDk

System_Modk
+
0.7x Annotation
Transmitter
&
Block << Block >>
Pulse Genel Voltage Regulator
P Hlinput_P... put_... ?
Qut l')—|

Annotation
Transceiver

£

<< Block >>
Driver (Buffer)

[linput_P... Output_

-)‘ Input_Si...

.

<< Block >>
HEMT

[ Gate-So. ..

[@Gate-Dr... Drain-So...[H]

<< Block >>
Voltage Regulator

Qutput_

[2linput_P... Output_

3
[
:

<< Block >>
Pulse Generator

-)‘ Qutput_...

<< Block >>
Discrete LED

2 Power Output_... 3
= put_ >

Annotation
Receiver

£

<< Block >>
Comparator

[2linput_P... Qutput_... [
L A s I

<< Block >>
Photodiode

<< Block >>
Op-amp

[Blinput_P... Output_... [
-)‘ Input_Si...

Blinput_Li... Output_... [3)
=4 p p P

LIDAR is a complex
system that includes a
transceiver and receiver

Transmitter
incorporates a laser
drive, which contains
a GaN power device

Receiver incorporates
a photodiode receiver

Nederlander, NEPP Electronics Technology Workshop (ETW), 2022
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Annotation Annotation
Transmitter Receiver
o &
<< Block >>
<< Block >> << Block >> Photodiode
Pulse Generator Voltage Regulator \
——Input_Li... Output_... B
——T Output_... Sinput_P... Output_... [¥ 1
Output_...
<< Block >> << Block >>
Driver (Buffer) Op-amp
-)] Input_P... Output_... ]-) -* Input_P... Output_... [
—I;)|JInpul_Si. . PowerPort W-H—I ;)|JInpul_Si. . ‘
<< Block >>
HEMT << Block >>
Comparator
Gate-Dr... Drain-So.._[&}
e BJInpul_P... Output_... 2
—l:)|JSignaIPor1
<< Block >>
Laser Diode

—Qlj PowerPort PowerPort _l—i‘
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Work Related to SEAM: Experimental Data
and Probability Models
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User Mission

Profile
Bias conditions
Mitigation techniques
»  Mission Profile
Parts List
»  Detailed
*»  Part numbers,
manufacturer numbers

RGENTIC
Radiation Analysis

« Part List

Component
Radiation Experiment

mamn

> »  Simplified
« Generic part
types

* NO part
numbers

Component
Degradation PDF

Calculated using a coding
language (e.g., Python)

SEAM SEAM
System Model System Fault Tree
User can interconnect Generation
part type models e
according to their «  System Model
design and complete * Fault Decomposition
system architectural Model
models in SEAM

Fault Tree Tnpulogyl
Spice Circuit Fault Tree
Outputs system-level: Evaluation
+  Simulations
*  Histograms + SCRAM
+  PDFs

Probabilities

Fault Tree

Process for correlating radiation datasets to system failure probabilities using Bayesian Analysis,
LTspice, RGENTIC, SEAM, and Fault Trees

Nederlander, NEPP Electronics Technology Workshop (ETW), 2022
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Bayesian Analysis and Reliability Statistics A
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»  Probability of an event’s occurrence based on:
 Initial knowledge of the event
* Incrementally improving knowledge as
P(BlA) * P(A) more info of}t/he evpent begcomes availgable
P (B) Defining eq. variables:
« P(A) and P(B) - independent probabilities
of event A and event B
« P(A|B) - probability of A given B

P(A|B) =

Likelihood * Prior « P(BJ|A) - probability of B given A
Posterior = - :  Most of the time, probabilities in fault trees
Normallzatlon represent expert knowledge, or “priors” in

Bayesian language

« Can we use experiment evidence and
simulation as additional evidence to refine our
initial priors in reliability diagrams?

Nederlander, NEPP Electronics Technology Workshop (ETW), 2022 19
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All Datasets of the BJT's Gain Degradation Factor per TID 10.0 Posteriors Predictive of the BJT's Mean GDF per TID
1.0 - - : ' | i ' :
™ ; | | . o | | I 100 krad(SiO)
a : il il M e e ! ! ' 300 krad(SiO,)
= ’ i i L c 80 | l i 1 Mrad(SiO,)
.E 08 E 1 1 Mrad(5i0;) S I E E 2
) 1 o 1 1
- | S 6.0 : :
gﬂ.ﬁ E = i i
£ & 40 ' !
g 04 Vvs. 2 :
by £
= Qo
5 0.2 © 2.0
L o
5 &
= 0.0 : : 0.0
00051015 20 25 30 35 40 45 50 55 60 6.5 7.0 7.5 8.0 0.0051015 2025 3.0354.0455.0556.06.57.07.5 8.0
Gain Degradation Factor (GDF) H(GDF)
3 datasets of GDFs per TID. 3 Bayesian-generated posteriors of mean
Dashed black lines represent mean GDF at each TID GDF per TID, plotted as histograms

R. Ladbury and B. Triggs, “A Bayesian Approach for Total lonizing Dose Hardness
Assurance,” IEEE Trans. Nucl. Sci., vol. 68, no. 6, pp. 3004-3010, Dec. 2011.
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Inverse Cumulative Density Function (ICDF)

6
~__ BJT's GDF based on
LTspice's Random Number Generator (Input)
Radiation-Induced Mﬁzﬁggﬁ.‘: of Bayesian =
Degradation Data Aralysis distribution Statistical Model
w 4
o
G
Device-level failure probabhilities ﬁ
o 3 4
LTspice Model of System-Level 2
System Failure Prabahility
]. L] L | ]
0.0 0.2 0.4 0.6 0.8 10
CDF
Workflow of the Methodology Inverse Cumulative Density Function (ICDF)
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Output From Incorporating Monte Carlo A
into LTspice 7SDk

ICDF

.model my_2N2222 NPN(IS=1E-14 VAF=100 Ql

Component-level

+ BF={200/(GDF*GDF_Gaussian())} IKF=0.3 XTB=1.5  My-2N2222 vout
+ BR=3 CJC=8E-12 CJE=25E-12 TR=100E-2 "
+ TF=400E-12 ITF=1 VTF=2 XTF=3 RB=10 RC=.3
;/_\ + RE=.2 Vceo=30 Icrating=800m mfg=NXP)
,ff \ §RL1
S/ N 1.35
e } | C1
T TTTTTTTTTTTToTTomTmmrmomommommooommmmoommeo _1 O,U
Desired PDE i .step param run 0 100 1
LTSpice - -tran O {transtop} O {timestep} startup
i .inc trancmd.txt
System-level :
.inc param.txt

.inc TablesCDF.txt

« Avol = open-loop voltage gain (operates as
voltage input/voltage output ratio)

Image representing LTspice’s PDF creation  The expected output voltage from the op-amp is

1.8 V.
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Converting LTspice’s Figures of Merit into
PDFs

S
&
S
S
S

48Dt

04 06 08 10 12 14 16 18 20
Steady State Qutput Voltage at 100 krad(Si0z)

== Expected Non.Degraded Output

== Average Non-Degraded Output

Average Degraded Output

Average Degraded Qutput

Average Degraded Output

Simulated Degraded Output

(GDF=2.5, Avol=1e5, Voitage Reference=1.25V)
Simulated Non-Degraded Output

(GDF=1, Avol=1e5, Voltage Reference=1.25V)

00 T i I ¥ I I 1
0.00 0.25 050 0.75 100 125 150 175 200

Degraded Output Voltage at 100 krad(Si0;)
=== Calculated Output Voltage

-=« Average Non-Degraded Output Voltage
-== Average Degraded Output Voltage
=3 100 krad(Si0:)
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Combining RGENTIC and SEAM provides a user with an estimated rad
vulnerability assessment for their system

First version of the SEAM manual is complete.

First version of EEE part fault model template library is complete-ready made
fault modes for users to start modeling.

We are working on improving user ease of model modification.
We have versions of SEAM installed behind the firewall at two major agencies.

We started a parallel effort to try to relate SEAM models to radiation experiment
data, the first “systems” are a linear voltage regulator and a LiDAR.

Nederlander, NEPP Electronics Technology Workshop (ETW), 2022 24
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