
1
© 2018 The Aerospace Corporation

Commercial CMOS Failure 
Rates: Facts and Fictions

John Scarpulla, PhD
Technical Fellow

Engineering & Technology Group
The Aerospace Corporation

June 2022



2

Commercial CMOS for Space ?
many programs would love to fly state-of-the-art commercial devices
• Can we fly commercial high performance CMOS chips in space?

– Today we can select: -- CMOS technologies
• SOCs system on a chip • with gate lengths of < 25 nm
• FPGAs field programmable  gate array • clock frequencies > 1 GHz
• CPLDs complex programmable logic device • power supply voltages ~ 1 V
• PALs  programmable array logic • FiNFETs
• ASICs application specific integrated circuits • gate counts > 109

• Commercial CMOS could be wonderful for our space systems, BUT ...what 
about−
– Total Dose?    OK for the most part
– SEE (singe event effects)? probably OK with mitigations and TMR (sans latch up)
– long term reliability? Not always OK
– risk posture of various missions?    some are more risk-tolerant than others

• Comm’l CMOS is inexpensive and readily available (compared to MIL-CMOS)

Incomplete understanding of commercial CMOS reliability is a risk to be assessed
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commercial versus space
applications and usage times

• Typical commercial products • satellites
– powered-on lifetimes ~2-5 years − 10 – 15 years
– desktop or laptop computers − on board signal processing
– cell phones − data serialization / de-serialization
– games − encryption
– servers
– automobiles
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inferences from a constant failure rate
in terms of a cumulative failure probability

• CMOS vendors have done a terrific job of minimizing infant mortality regime
– it may be neglected for space applications

• CMOS vendors quote reliability as a failure rate in the “useful life” regime

– typically quoted as  λ = 10-100 FITs
• Analysis:  cumulative probability of failure with constant failure rate

𝑃𝑃𝑓𝑓 = 1 − exp −𝜆𝜆𝑡𝑡𝑚𝑚

100 FITs

10 FITs

• failure probabilities
• at 2.5 years (commercial) 

0.025% - 0.25%
• at 15 years (mil)

0.13% - 1.3% at 15 years

failure probability appears quite reasonable for a 15 year space mission
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inferences from a constant failure rate
in terms of a cumulative failure probability

• CMOS vendors have done a terrific job of minimizing infant mortality regime
– it may be neglected for space applications

• CMOS vendors quote reliability as a failure rate in the “useful life” regime

– typically quoted as  λ = 10-100 FITs
• Analysis:  cumulative probability of failure with constant failure rate

𝑃𝑃𝑓𝑓 = 1 − exp −𝜆𝜆𝑡𝑡𝑚𝑚

100 FITs

10 FITs

• failure probabilities
• at 2.5 years (commercial) 

0.025% - 0.25%
• at 15 years (mil)

0.13% - 1.3% at 15 years

Wearout has been 
neglected

failure probability appears quite reasonable for a 15 year space mission
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Example: HTOL data from a well-known fab
(an advanced CMOS node)

Temp. 
(°C)

Duration 
(hrs)

Product 
Code

Date 
Code

Sample 
Size

Qty Fail

125 1000 AD6676 1420 48 0
125 1000 AD6676 1420 48 0
125 1000 AD6676 1414 17 0
125 1000 AD6723 733 35 0
125 1000 AD6723 741 35 0
125 1000 AD6723 733 35 0
135 1000 AD80268 1125 48 0
135 1000 AD80268 1124 49 0
135 1000 AD80268 1120 47 0
125 1000 AD80293-2 1309 35 0
125 1000 AD80293-2 1313 35 0
125 1000 AD80293-2 1314 35 0
125 168 AD80354 1451 49 0
125 1000 AD9144 0 82 0
135 1000 AD9152 1420 35 0
135 1000 AD9152 1431 34 0
135 1000 AD9152 1505 35 0
135 1000 AD9152 1505 35 0
125 1000 AD9162 1601 35 0
125 1000 AD9162 1602 34 0
135 750 AD9361 1129 35 0
135 750 AD9361 1133 35 0
135 750 AD9361 1116 34 0
135 750 AD9361 1135 35 0
135 500 AD9530 1507 49 0
138 1000 AD9545 1719 45 0
138 1000 AD9545 1739 45 0
138 500 AD9545 1719 45 0
138 500 AD9545 1739 45 0
125 1000 AD9625 1335 49 0
125 1000 AD9625 1329 49 0
125 1000 AD9625 1334 49 0
95 1000 AD9680 1441 12 0
125 1000 ADAU1452- 1805 82 0
125 1000 ADAU1452 1307 82 0
96 1000 ADAU1462 1705 84 0
96 1000 ADAU1462 1705 79 0
125 168 ADAU1462 1704 11 0
125 1000 ADSP- 945 81 0
125 1000 ADSP- 947 79 0
125 1000 ADSP- 943 81 0
125 1000 ADSP- 945 82 0
125 1000 ADSP- 1122 50 0
125 1000 ADSP- 1034 80 0
125 1000 ADSP- 1035 80 0
125 1000 ADSP- 1048 80 0
125 1000 ADSP- 1013 82 0
125 1000 ADSP- 1015 82 0
125 1000 ADSP- 1017 82 0
125 1000 ADSP- 1144 81 0
125 1000 ADSP- 1148 82 0
125 1000 ADSP- 1205 82 0
125 1000 ADSP- 1144 81 0
125 1000 ADSP- 1148 82 0
125 1000 ADSP- 1205 81 0
125 2000 ADSP- 1144 81 0
125 2000 ADSP- 1205 80 0

Temp. 
(°C)

Duration 
(hrs)

Product 
Code

Date 
Code

Sample 
Size

Qty Fail

125 1000 AD6676 1420 48 0
125 1000 AD6676 1420 48 0
125 1000 AD6676 1414 17 0
125 1000 AD6723 733 35 0
125 1000 AD6723 741 35 0
125 1000 AD6723 733 35 0
135 1000 AD80268 1125 48 0
135 1000 AD80268 1124 49 0
135 1000 AD80268 1120 47 0
125 1000 AD80293-2 1309 35 0
125 1000 AD80293-2 1313 35 0
125 1000 AD80293-2 1314 35 0

N = 4794 devices
N×t = 5.23 ×106 device-hours
Results: λ =   6   FITs for Tuse = 55°C

λ = 100 FITs for Tuse = 100°C             
Typical HTOL data aggregated amongst many products
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Mechanics of a commercial reliability estimate
• Assume an exponential failure distribution

– Failures occur randomly in time at a constant rate λ to be found  (no wearout)
– Probability of failure for a mission of duration tm is

• Test many devices for 1000 hours each at 125°C 
– N × t = number of device-hours tested 

• Sometimes more or less hours 
• Sometimes higher or lower temperature than 125°C

– adjust t’s to “effective t’s” @ desired Tuse using Arrhenius factor and EA = 0.7 eV
– C = conf. factor (usually 0.9)
– r = number of failures (often zero)

• Estimate the upper confidence limit for failure rate λ and probability of failure Pf

– �̂�𝜆 = 𝜒𝜒2𝑟𝑟+1,1−𝐶𝐶
2

2𝑁𝑁×𝑡𝑡
where 𝜒𝜒2𝑟𝑟+1,1−𝐶𝐶

2 is the chi-squared sampling distribution with 2r+1 
degrees of freedom and significance level (1-C).

𝑃𝑃𝑓𝑓 = 1 − exp −𝜆𝜆𝑡𝑡𝑚𝑚

(1000 hrs at Tref = 125°C  teff = 3925 hrs at Tuse = 100°C)

�̂�𝜆 = −ln(1−𝐶𝐶)
𝑁𝑁×𝑡𝑡

a detailed description of the use of the χ2 distribution for estimation of confidence limits for failure rates, and more complex
censoring is available from the author

– if no failures, (r = 0), then 
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Alternate estimate
It is equally valid to assume that there exists a wearout mechanism
• Assume that there is a wearout distribution that exists with a lognormal distribution 

of failure times
– Assume a shape factor σ = 0.8
– Assume the same thermal activation energy EA = 0.7eV

– Probability of failure for a mission of duration tm is 𝑃𝑃𝑓𝑓 = Φ 𝑙𝑙𝑙𝑙 𝑡𝑡𝑚𝑚 −𝑙𝑙𝑙𝑙 𝜇𝜇
𝜎𝜎

• where µ=median time to fail (to be found),
• Φ is the standard normal cumulative distribution function 

• Test many devices N for 1000 hours each at 125°C
– (1000 hrs at Tref = 125°C  teff= 3925 hrs at Tuse = 100°C
– C = conf. factor (usually 0.9)
– r = number of failures (often zero)

• Estimate  :obtain the binomial probability of failure p for zero failures �̂�𝑝 = 1 − 1 − 𝐶𝐶
1
𝑁𝑁

(upper confidence limit for zero failures)
– determine the lower confidence limit on the median time to failure
– 𝜇𝜇 = 𝑒𝑒𝑒𝑒𝑝𝑝 𝑙𝑙𝑙𝑙 𝑡𝑡𝑒𝑒𝑓𝑓𝑓𝑓 − 𝜎𝜎Φ−1 �̂�𝑝
• where Φ-1 is the inverse normal cumulative distribution function

a description of the more complex estimation procedure for the case of nonzero failures and multiple 
censoring is available from the author
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Two HTOL data interpretations
constant failure rate vs. lognormal (90% conf.)
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The usual 
interpretations and 
conclusions drawn 
from HTOL results 
(exponential) are 
flawed

HTOL alone is not 
sufficient for longer 
space missions

satellite mission

HTOL alone is not sufficient for longer term reliability assurance for space missions
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History of HTOL
• HTOL has been “standardized” for CMOS:

– oven temperature of 125° or 150°C
– nominal usage voltage plus 10%
– clocking at 1MHz or 10MHz

• In the (distant) past, HTOL actually did provide an assessment of operating life
– temperature acceleration was feasible since operating temperatures were low (55°C)

• EA =0.3 eV was recommended in 1970’s for oxide defects 
• EA = 0.5 eV was recommended in ~1975 for Al-Si interactions, purple plague
• EA = 0.7 eV was adopted in 1980’s when Cu or Ni barriers were added  to Al metallization

– voltage acceleration was feasible but not usually employed
– clock speeds emulated usage conditions, which were a few MHz

• Today HTOL test is not sufficient for modern CMOS life determination
– essentially no temperature acceleration with usage temperatures 105°C or higher

• some mechanisms (HCI) are de-accelerated by temperature
– voltage acceleration is not feasible with tight VDD requirements
– HTOL clocking rate is far below today’s CMOS clock frequencies

• Today’s HTOL does not actually predict operating life
– it must be augmented by reliability test structures designed to address known wearout 

mechanisms
HTOL tests alone are insufficient to assure long term life in space
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CMOS front-end wearout failure mechanisms
have various physical drivers in a full chip

Idd

Iss

Vdd

Vin

Vss

Vout

Vin

Vout

HCI
TDDB, BTI

Iss
Vdd Line EM figure courtesy 

D. Pierce, 
Aerospace

Idd
Vss Line EM

EM

Temperature

HCI
BTI

TDDB
Voltage

Frequency

• Unfortunately, not all mechanisms can be 
accelerated equally in a single test of a CMOS 
chip
– examples: HCI is decelerated by temperature, 

accelerated by voltage & frequency 
– EM is accelerated by temperature, frequency 

and voltage (via I = CdV/dt)

Most failure mechanisms are well-understood
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CMOS failure 
mechanism

how 
normally 
accelerated

HTOL test acceleration capability
Temperature Voltage Frequency

EM 
Electromigration

current 
density, 
temperature
& frequency

little or no 
acceleration is 
possible when 
THTOL≈ Tuse

little or no 
acceleration 
when  
VHTOL ≈ Vuse

negative 
acceleration 
since
fHTOL << fuse

HCI
Hot Carrier 
Injection

voltage and 
frequency

negative or no 
temperature 
acceleration

little or no 
acceleration 
when  
VHTOL ≈ Vuse

negative 
acceleration 
since
fHTOL << fuse

TDDB
Time Dependent 
Dielectric 
Breakdown

temperature 
and voltage

little or no 
acceleration is 
possible when 
THTOL≈ Tuse

little or no 
acceleration 
when  
VHTOL ≈ Vuse

frequency does 
not accelerate 
TDDB

BTI
Bias/Temperature 
Instability

temperature 
and voltage

little or no 
acceleration is 
possible when 
THTOL≈ Tuse

little or no 
acceleration 
when  
VHTOL ≈ Vuse

frequency does 
not accelerate 
BTI
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Commercial CMOS reliability approach
three steps

1. Test Structures
• highly accelerated failure times
• PoF models
99
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metal-via-metal EM test 
structure,7nm Finfet process 2. Translate model to lifetime goal

• management / competitive strategy
• design rules for reliability e.g. RDRs
• trade-off with performance
•VDD, layout, Jmax, fop

2 years?    5 years?

3. HTOL data
• advertised as showing “intrinsic reliability”
• product level test only
• quarterly/yearly reliability report
• often non-accelerated

Product 
family

HTOL sample 
size eq. fails Pf (90% 

conf)
λ (90% 
conf.)

A  1 lot 1000 hrs 277 0 1% 8300

A  2Q21 1000 hrs 5,000 0 0.047% 460

dist. free
(binomial)

exp. dist
(χ2)

The long term reliability can be gaugedBUT: Are  1  and  2  “known unknowns”  ?
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Beyond planar CMOS
STEM cross sections of  FinFETs in a 16nm technology

• Tall and narrow fins 
• 10× density
• 109 gates per chip
• increased metal current
• increased self-heating

courtesy B. Foran, Aerospace

• CMOS technology, material, and devices are pushed to higher limits
– traditional overdesign/conservatism for reliability is no longer economically viable
– minimal safety margins
– competitive forces drive the tradeoff towards performance

• New approaches for “reliability enhancement”
– canary cells, aging sensors
– adaptive VDD voltage, adjustable clock speeds
– reconfigurable blocks, dynamic logic rewiring, on-chip redundancy

Not old school CMOS
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Is HTOL useful for assuring reliability for space 
missions?
• HTOL as implemented today was intended for Al barrier diffusion/purple plague

– has become standardized at Tj =125 °C
– thermal acceleration factors assumed to have an activation energy of  EA = 0.7 eV  

became customary
– traditional to run at 1 MHz or 10 MHz only
– may be useful as a design check to give some assurance that reliability design rules 

have not been violated
• HOWEVER

– HTOL provides essentially no acceleration with today’s commercial CMOS
• 125°C not an accelerant in a large CMOS chip – EM and BTI non-accelerated
• 10 MHz is not accelerating HCI, EM in a chip designed to run at 1 GHz
• VDD in modern commercial CMOS is not an available accelerant for TDDB
• high temperature decelerates HCI

• This is a problem
• The term “High Temperature Operating Life” as applied to modern CMOS 

has become an oxymoron

HTOL no longer provides long term “intrinsic reliability” evidence
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HTOL inadequate to demonstrate longer lifetimes

“While HTOL testing addresses the intrinsic failure rate for the 
device, it does not adequately address the useful lifetime of the 
device. ... The acceleration factor ... is too small to demonstrate a 
required useful device lifetime [a general requirement for useful 
lifetime has tended to be 100K powered-on-hours (11.2 years) at a 
specified junction temperature]. ...   To adequately determine useful 
product lifetime, HTOL qual data had to be supplemented with 
reliability test structures that could be stressed to demonstrate the 
desired product lifetime.”

J.W. McPherson, “Brief History of JEDEC Qualification Standards for
Silicon Technology and Their Applicability to  WBG Semiconductors”,  2018 IEEE 
International Reliability Physics Symposium (IRPS) proceedings, March 11-15, 2018, 
Burlingame, CA
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Facts and Fictions

•FACTS
–Qual of “RadHard/Rel-by-Design” 

devices takes many years
–modern CMOS devices offer 

outstanding performance 
advantages

– fabs have low defect densities, 
extremely low early life failure rates

–commercial CMOS devices are 
readily available

–costs of high-performance comm’l 
CMOS are relatively low

–most of the failure modes are “soft” 
–For typical consumer products, 

operating life of 1 – 3 years is 
“reliable”

•FICTIONS
–Long term lifetime (10-15 years) 

is guaranteed in commercial 
CMOS 

– failure mechanism models are 
made available by vendors

–design decisions affecting the 
performance vs. reliability 
tradeoff are perfectly 
transparent to the space 
community

–HTOL data alone provides long-
term reliability evidence

–Heritage HTOL reliability 
prediction is applicable to 
today’s high performance 
CMOS
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Recommendations 
based upon realities at typical commercial fabs 
• Use of commercial high performance devices in short-term space missions

– < 1 – 3 year missions may be OK
– this is the commercial reliability benchmark for most commercial product  

• For long missions 10 – 15 years –-
– Use multiple redundant devices in reserve on payloads
– example: in a 15 year mission – assume each device will survive for 3 years on 

average
– design system with 5-way redundancy

• Derate performance-related parameters
– clock devices at lower-than-rated max clock frequency

• causes the device to be far more tolerant of timing degradations
• reduces device current
• reduces temperature
• lessens the risk of soft failure by HCI, EM, BTI

– operate at a lower range of VDD, lessening risk of TDDB
– operate at as low a temperature as possible

• Power down CMOS devices in non-operational periods
• Push for reliability transparency at suppliers: 1. models, 2. design, 3. HTOL
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Addressing the lack of transparency in publications
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Acronyms
• SOC system on a chip
• FPGA field programmable gate array
• CPLD complex programmable logic device
• PAL  programmable array logic
• ASIC application specific integrated circuits
• CMOS complementary metal oxide semiconductor
• FINFET fin field effect transistor
• RBD reliable by design
• RHBD rad hard by design
• HTOL high temperature operating life
• HCI hot carrier injection
• BTI bias/temperature instability
• EM electromigration
• TDDB time dependent dielectric breakdown
• STEM scanning transmission electron microscope
• SEE single event effects
• RDR restrictive design rules
• TMR triple modular redundancy
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